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Abstract

Requirements prioritization is used in the early
phases of software development to determine the order
in which requirements should be implemented.
Requirements are not all equally important to the final
software system because time constraints, expense, and
design can each raise the urgency of implementing
some requirements before others. Laws and
regulations can make requirements prioritization
particularly challenging due to the high costs of non-
compliance and the substantial amount of domain
knowledge needed to make prioritization decisions. In
the context of legal requirements, implementation
order ideally should be influenced by the laws and
regulations governing a given software system. In this
paper, we present a prioritization technique for legal
requirements. We apply our technique on a set of 63
functional requirements for an open-source electronic
health records system that must comply with the U.S.
Health Insurance Portability and Accountability Act.

1. Introduction

In his 2004 State of the Union address, President
George W. Bush set the goal of providing every
American citizen the ability to have Electronic Health
Records (EHRs) by 2014 [7]. In February 2009,
President Barack H. Obama signed into law the
American Recovery and Reinvestment Act, which
reserves $17 billion exclusively for the development of
EHR systems [22]. President Obama’s goal is the same
as President Bush’s goal: to provide EHRs to
Americans by 2014 [14]. Such high-level bi-partisan
agreement marks the development of EHRs as a clear
national priority for the United States.

In the United States, the Health Insurance
Portability and Accountability Act (HIPAA)® regulates
EHR systems, such as those promised by Presidents
Bush and Obama. The HIPAA established safeguards

"Pub. L. No. 111-5. (2009)
> Pub. L. No. 104-191, 110 Stat. 1936 (1996)

to protect the privacy and security of health
information. Penalties for non-compliance with
HIPAA are severe: for a non-criminal violation of the
HIPAA Privacy Rule, violators could be fined up to
$25,000 per year per violation.

Serious penalties for non-compliance raise the
question of where software engineers should begin.
Requirements prioritization is the process of
determining the order in which requirements should be
implemented. Prioritization has been an active area of
study in requirements engineering for decades [1, 8,
10, 11, 12, 13, 20, 21]. In the context of legal
requirements, implementation order should be
influenced by legal domain knowledge [19]. Legal
requirements prioritization allows software engineers
to focus on requirements that have legal implications
early in the engineering process, avoid expensive
refactoring, and demonstrate legal due diligence by
incorporating laws and regulations efficiently
throughout the engineering effort.

In this paper, we propose a technique for legal
requirements prioritization. Our technique consists of
two steps: (1) uncovering legal implications and (2)
calculating a prioritization score. This technique uses
numeral assignment rather than pair-wise comparisons
to reduce engineer training and improve automation.
We apply our technique to the iTrust Medical Records
System, an open-source EHR system designed by
students at North Carolina State University over nine
semester-long courses for use in the United States
healthcare industry. The iTrust developers expressed
their requirements as Unified Modeling Language use
cases in consultation with both a practicing physician
and a professional from the North Carolina Healthcare
Information and Communications Alliance.

2. Related Work

In this section we discuss important related work in
requirements prioritization and legal requirements.
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2.1. Requirements Prioritization

Herrmann et al. systematically reviewed
requirements prioritization techniques based on benefit
and cost predictions, noting that prioritization during
requirements refinement was under-researched [9]. In
addition, dependencies between requirements are often
neglected when producing a prioritization [9]. Herein
we address the need to prioritize during refinement and
manage dependencies between legal requirements.

Karlsson classifies two primary approaches to
requirements prioritization: the pair-wise comparison
technique and the numeral assignment technique [10].
The Analytic Hierarchy Process (AHP) serves as a
well-known example of a pair-wise technique [21].
Karlsson et al. show that pair-wise comparison
techniques require substantial effort upfront because
every pair of requirements must be compared with one
another [12]. Much of this effort must be repeated to
re-prioritize requirements as they change or evolve. In
contrast to pair-wise approaches, existing numeral
assignment prioritization techniques take more time
and produce less reliable prioritizations than pair-wise
comparison techniques [10]. Herein, we develop a
numeral assignment based on legal text structure,
which can be produced quickly while providing a
useful legal requirements prioritization.

Lehtola et al. outline five practical challenges in
requirements  prioritization: (1)  requirements
prioritization is inherently ambiguous; (2) requirements
prioritization changes based on the individuals
involved; (3) requirements must be prioritized in
phases (4) developers need extensive domain
knowledge about customer preferences to properly
prioritize requirements; and (5) prioritizations are
based on a multitude of factors [13]. Section 6 explains
how our techniques mitigate these challenges.

2.2. Legal Requirements

The needs to resolve ambiguities, to follow cross-
references, and to master extensive domain knowledge
make legal compliance particularly challenging for
requirements engineers [19]. Researchers have focused
on building logical models of regulation directly from
actual legal texts. Barth et al. employ a first-order
temporal logic approach to model laws and regulations
as well as measure compliance [2]. May et al. model
legal texts using an access control approach [15].
Massacci et al. take a goal-oriented modeling approach
to Italian data protection laws [16]. Maxwell et al. use
production rules, an artificial intelligence technique, to
model regulations for requirements [18]. None of this
legal requirements research addresses prioritization.

Breaux et al. developed the Frame-based
Requirements Analysis Method (FBRAM) [4, 5, 6].
Although primarily intended as a methodology to build

requirements that achieve complete legal compliance,
FBRAM also produces a comprehensive prioritization
hierarchy for an entire legal text [4, 5]. The
prioritization hierarchy is used to identify which
requirement takes precedence in cases of legal
exceptions [4, 5]. As a result, it is more useful for
proving that a set of requirements has the same priority
of outcomes as a set of legal regulations than for
prioritizing requirements for the purposes of software
construction or maintenance.

Another important consideration for legal
requirements is that legal text interpretations can
change over time. Laws and regulations may be
amended by administrative agencies or interpreted in
judicial proceedings for years after their initial passage.
Legal norms in the U.S. suggest that HIPAA
regulations could be revised as often as every year [3].
Engineers using pair-wise requirements prioritization
techniques must reapply those techniques whenever a
legal or regulatory change occurs.

3. Prioritization Techniques for Legal
Requirements

In this paper, we propose a legal requirements
prioritization technique consisting of two steps: (1)
uncovering legal implications and (2) calculating a
prioritization score. The inputs to our technique are a
legal text and a set of software requirements that must
comply with that legal text. Given these inputs, our
approach helps engineers divide requirements into
three prioritization groups: (A) non-legal requirements,
(B) legal requirements needing further refinement, and
(C) implementation-ready legal requirements. The first
step is designed to separate requirements with legal
implications with respect to the input legal text from
those without. The second step further divides legal
requirements into those that need refinement and those
that are ready to implement. To create this division,
engineers calculate prioritization scores for each
requirement based on the following: (1) number of
subsections mapped — Sy; (2) number of subsections
contained — S¢; (3) number of cross-references — C;
and (4) number of exceptions — E. Summing the
resulting numbers produces an overall prioritization
score. A lower score indicates higher readiness for
implementation, whereas a higher score indicates more
need further refinement.

We applied our technique to the iTrust
requirements. Massey et al. previously evaluated the
iTrust requirements for legal compliance, and provided
an initial mapping of iTrust requirements to the
HIPAA regulations [17]. This evaluation produced a
total of 73 requirements, of which 63 were functional
and 10 were non-functional [17].
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3.1. Uncovering Legal Implications

The first step of our technique uses a requirements
set and a relevant legal text as inputs. The objective is
to separate the input requirements set into two output
requirements sets: those requirements with legal
implications and those without. Because legal texts are
hierarchically structured documents requirements may
be mapped at one or more levels within the hierarchy.
Requirements engineers, in consultation with legal
domain experts, can map a requirement to a particular
subsection of a legal text. Requirements mappings are
determined by finding the lowest level subsection(s) of
a legal text that describes all aspects of the
requirement. For example, consider the following
iTrust requirement descriptions:

R-12: iTrust shall support user
authentication by allowing a user to input
their user ID and password.

R-23: 1iTrust shall record the user ID,
operation, and date/time of all completed
operations performed by a user, using their
authorized account, during a user session.

Figure 1: iTrust Requirements 12 and 23

These requirements map to different levels of detail
in the HIPAA regulations. R-12 maps to §§
164.308(a)(3)(i1))(A) (shown below in Figure 2),
164.308(a)(4)(ii)(B), 164.312(a)(1), and 164.312(e)(1).
Each of these HIPAA subsections discusses concepts
relating to user authentication and encapsulated at the
same level of detail in R-12.

§ 164.308(a) (3)(ii) (A) Authorization and/or
supervision (Addressable). Implement
procedures for the authorization and/or
supervision of workforce members who work with
electronic protected health information or 1in
locations where it might be accessed.

Figure 2: Sample HIPAA Section

R-23 maps to a single high-level section: § 164.528.
Section 164.528 has many subsections that describe the
conditions under which individuals should be provided
an accounting of disclosures, but these subsections are
more specific than the details described by R-23. As a
result, disclosure accounting as a whole is considered
an operation that could be logged according to R-23.

Since our technique only prioritizes for legal
implementation readiness, requirements engineers may
wish to prioritize requirements based on additional
engineering criteria. For the purposes of this study, we
chose to adopt the discrete scale ranking (Low,
Medium, High, and Critical) previously employed by
Massey et al. [17]. Because this discrete scale does not
require pair-wise comparisons, the number of
prioritization decisions the requirements engineer must
make is exactly equal to the number of requirements in
the system. However, engineers may choose to use a
more detailed prioritization technique, such as AHP, to

prioritize requirements based on non-legal criteria,
which is outside the scope of our work.

3.2. Prioritizing Requirements with Legal
Implications

The second step of our technique, which depends on
the first, calculates a prioritization score in four
categories: (1) Number of Subsections Mapped — Sy,
(2) Number of Subsections Contained — Sc, (3)
Number of Cross-References — C, and (4) Number of
Exceptions — E. Each of these categories represents an
approximation of the legal complexity required to
implement the requirement. Summing them forms the
prioritization score (P) as shown below:

P= Z (Sm(R) + C(R) + E(R) + Sc(R))
R=1

We now discuss each element of this calculation.
The requirements engineer first computes the number
of subsections mapped (Sy) from each requirement to
the relevant elements of legal text. Consider the
examples from Figure 1. R-12 has an Sy calculation of
four, and R-23 has an Sy, calculation of one.

Second, the requirements engineer sums the number
of subsections contained (Sc) by the subsection to
which the requirement maps. Section 164.528, to
which R-23 is mapped, has four direct subsections: (a),
(b), (c), and (d). Subsections (a) through (d) in turn
have a total of 12 subsections. To calculate the total,
recursively count each subsection until all subsections
are counted once. Sum the result to calculate the total
number of subsections contained. For § 164.528, this
turns out to be 47 total subsections contained.

Third, requirements engineer determines the
number of cross-references mapped (C). A cross-
reference, for the purposes of this calculation, is an
instance in a legal text that refers either to another
section of the same legal text (internal cross-reference)
or to a section of another legal text (external cross-
reference). Each counts as a single cross-reference for
the purposes of this calculation.

Finally, the engineer determines the number of
exceptions (E). An exception is a condition specified in
a legal text under which a previous statement does not
hold. For example, the structure of HIPAA §
164.528(a)(1) is similar to a case statement in a
procedural programming language. Each subsection is
a separate exception and should be counted as such for
the purposes of this calculation.

To generate the final prioritization score for a
requirement, sum the results from each of the four
calculations. For example, iTrust requirement R-12,
found in Figure 1, maps to four different HIPAA
subsections (Sy), which contain four subsections (Sc),
has one cross reference (C), and has zero exceptions
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(E). Thus, the prioritization score for iTrust R-12 is 4 +
4+ 1+ 0=09. In contrast, iTrust requirement R-23,
which is also found in Figure 1, maps to one HIPAA
section (Sy), which contains 47 different subsections
(Sc), has 28 cross references (C), and has 11
exceptions (E). As a result, R-23 has a prioritization
score of 87. Note that there are no dependencies
between requirements when calculating prioritization
scores as there are with a pair-wise technique.

Once each requirement is scored, the requirements
engineer can separate the legal requirements into two
sets. (Note that any non-legal requirements form a third
set.) The first set consists of those legal requirements
that are legally ready to implement and are identified
by low prioritization scores. For many existing
information systems that must be brought into legal
compliance, legal implementation readiness is the only
relevant factor that must be taken into account before
implementation or refactoring takes place. However,
for new or developing systems there may be additional,
non-legal engineering concerns that should be taken
into account before implementation for requirements in
this group begins. Thus, in these situations being
legally ready to implement is a necessary but not
sufficient characteristic that must apply to each legal
requirement prior to implementation.

The second set consists of those legal requirements
that need further refinement through elicitation
sessions with legal domain experts and extraction
sessions with legal texts. A high prioritization score
distinguishes requirements in this set. These
requirements also typically map to a single high-level
section number and have a comparatively large number
of subsections (e.g. iTrust R-23 mapping to § 164.528
and containing 47 subsections).

In our case study, we found statistically significant
differences between the low prioritization scores
identifying requirements that are implementation-ready
and the high prioritization scores identifying
requirements that need refinement. The scope of our
case study does not allow us to conclude that
statistically significant differences will exist for every
set of requirements analyzed on any piece of
legislation. However, the lowest possible prioritization
score is one, and we believe it is reasonable to
implement requirements with single digit prioritization
scores. We discuss our mappings, prioritization scores,
and case study results in more detail in the next
section.

4. Case Study Results

Initially, two requirements engineers worked
together to map the requirements to their
corresponding legal subsection. Although neither
individual is a lawyer, both have extensive experience

working with the HIPAA regulations and have
previously consulted with legal domain experts to
better understand HIPAA. We identified legal
mappings for 46 of the 63 functional requirements in
iTrust to subsections in HIPAA.

Once the legal mappings were identified, two
requirements engineers, one of whom had two years of
legal training, manually calculated the prioritization
scores. To protect against human error, we
independently counted the statistics and then averaged
the final calculations to determine a final prioritization
score. Figure 3, below, displays the results of this
effort. Recall that lower prioritization scores indicate
better readiness for implementation, whereas higher
prioritization scores indicate requirements needing
further refinement.

30

27
- Implementation Ready

25
- Need Further Refinement

20

Number of Requirements
I

10
7
5
1
0 0 0
0
o 5 N S R P N
N o N e o G B

Prioritization Score Ranges

Figure 3: Average Requirements Prioritization

Our manual calculations were identical for 19 of the
46 requirements. The standard deviation for all
calculated prioritization scores was 2.59 points. To
visualize the prioritization scores, we grouped the
results in seven 15-point score ranges. The standard
deviation for the 27 requirements scoring between 1
and 15 was 2.53. The standard deviation for the 7
requirements scoring between 31 and 45 was 2.04. The
standard deviation for the 11 requirements scoring
between 76 and 90 was 1.66. In addition, the Fleiss’
kappa inter-rater reliability, which is a statistical
measure for agreement between two independent
raters, for grouping these 46 requirements according to
the seven groups was 0.963, which indicates an
extremely high level of agreement.

The lowest scoring range displayed in Figure 3
consisted of a group of 27 requirements that we
consider legally implementation-ready. Because iTrust
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is an existing system being refactored to comply with
HIPAA, our legal requirements prioritization is
sufficient and these 27 requirements can be
implemented immediately. If iTrust were a new system
under initial development and there was no
prioritization of requirements based on engineering
criteria, then further prioritization may be needed prior
to implementation because our legal prioritization
technique only demonstrates that the requirements are
legally ready to implement.

The 19 remaining requirements need further
refinement to become legally ready to implement. The
seven requirements with average prioritization scores
between 31 and 45 are not easily implementable
without some refinement. Consider requirement R-6
from Figure 4 below:

R-6: iTrust shall maintain a patient's
records for a period of seven years after
their record has been disabled.

Figure 4: iTrust Requirement R-6

The HIPAA regulations provide patients the ability
to request information about their record for up to six
years from the date of the request. In addition, the
regulations describe the conditions for recording and
responding to such requests in several subsections, and
those conditions are not clearly articulated in this
requirement. These minor differences could cause legal
complications after implementation. For example, the
overhead of maintaining an additional year of patient
records may hinder the ability of the healthcare facility
to respond to requests for information in a timely
fashion. In fact, a developer implementing this
requirement has no information about how the system
should respond to patient requests for information
because R-6 makes no mention of this legal process
described by the subsections it contains.

Twelve requirements had average prioritization
scores above 76. These requirements need significant
refinement before implementation. For example,
consider again R-23 from Figure 1, which has an
average prioritization score of 89.5. From an
engineering perspective this requirement appears
implementable. It provides specifics about recording
data, such as the user ID, operation, date, and time, to
be recorded during a user session. However, HIPAA §
164.528 describes in detail the information that must
be recorded for the purposes of providing an
accounting of disclosures. R-23 misses information
that must be recorded, such as the purpose for an
operation [§ 164.528(b)(2)(iv)] and situations under
which access to this information should not be
provided [§§ 164.528(a)(1)(1)-(ix)].

It is worth noting that the prioritization score ranges
discovered in this study may not hold for legal
domains other than HIPAA. We plan to conduct

additional case studies to determine more precise
scoring ranges.

5. Threats to Validity

Our case study is an exploratory case study. We
developed our prioritization technique by conducting a
case study in which we analyzed the iTrust
requirements. Internal validity is not a concern for
exploratory case studies [23]. Thus, we only discuss
threats from construct validity, external validity, and
reliability.

Construct validity refers to the appropriateness and
accuracy of the measures and metrics used for the
concepts studied [23]. This case study relies on a single
source of requirements: the iTrust Medical Records
System. In this study we addressed construct validity
by strictly adhering to the technique as described in
Section 3 and by submitting draft reports of this work
for review to our colleagues at The Privacy Place and
North Carolina State University.

External validity refers to the ability to generalize
the findings of a case study to other domains [23].
Although no healthcare provider is currently using
iTrust in industry, healthcare professionals consulted
with the developers of iTrust from the beginning [17].
Similarly, although HIPAA represents a single legal
domain, we have consulted with legal experts and
determined that HIPAA is significantly similar in form
to other regulations.

Reliability refers to the ability of other researchers
to repeat a case study [23]. After developing the
prioritization procedures for this study, two of the
authors independently applied the techniques and
afterwards compared their results to address reliability.
Independently applying the techniques forced us to
follow the procedures as strictly as possible. A
comparison of the similarity of our results revealed a
statistically significant level of agreement.

6. Summary and Future Work

This paper proposes a numeral assignment
technique for prioritizing legal requirements. This
technique can be used by new or existing systems that
must comply with laws or regulations to prioritize the
requirements relating to those laws and regulations.
We focused on EHR systems, which must comply with
HIPAA. In particular, we applied our technique to the
63 functional requirements defined for iTrust, an open-
source EHR system. Our findings show that the iTrust
requirements had 17 requirements with no mapping to
a relevant element of the legal text, 19 requirements
needing further refinement, and 27 requirements that
are legally implementation-ready.

This work addresses several research needs
identified in section 2. First, our prioritization
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technique addresses requirements refinement and
dependency management, previously identified as an
under-researched area by Herrmann et al. [9], by
focusing efforts on legally implementation-ready
requirements. In addition, this work demonstrates that
numeral assignment prioritization techniques may be
useful in the legal domain. This numeral assignment
technique provides time- and effort-savings when laws,
regulations, or the requirements change since only the
affected requirements need to have their prioritization
scores recalculated. Finally, given a requirements
mapping and a structured legal text, our technique can
mitigate the five practical challenges identified by
Lehtola et al. [13] by: (1) limiting ambiguity to the
requirements mapping, (2) calculating prioritizations
based on the structure of a legal text rather than
individual opinion, (3) reapplying the technique to
requirements previously found to need refinement, (4)
limiting domain knowledge to the requirements
mapping, and (5) explicitly definite the factors
involved in requirements prioritization.

We plan to conduct additional case studies to
further validate our techniques by involving more
software engineers, comparing our approach with other
prioritization techniques, and applying our technique to
other legal domains. Also, we are in the process of
implementing tool support to improve the speed and
accuracy of calculating prioritization scores, to
investigate additional weightings for elements in the
prioritization score calculation, and to further reduce
dependency on individual interpretations.
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