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Filters: Overview

» Associated with any number of servlets or
JSP pages
* Examine request coming into servlets or
JSP pages, then:
— Invoke the resource (i.e., the servlet or JSP page) in the
normal manner.
— Invoke the resource with modified request information.
— Invoke the resource but modify the response before
sending it to the client.
— Prevent the resource from being invoked and instead
redirect to a different resource, return a particular status
code, or generate replacement output.

Available only in servlets 2.3
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Steps to Creating Filters

Create class that implements Filter
interface.

— Methods: doFilter, init, destroy

Put filtering behavior in doFilter.

— Args: ServletReguest, ServletResponse, FilterChain
Call doFilter method of the FilterChain.
— Thisinvokes next filter (if any) or actual resource
Register the filter with the appropriate
servlets and JSP pages.

— Usefilter andfilter-nmappi ng inweb.xml.
Disable invoker servlet.

— Seeearlier dide
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Agenda

Filter basics

Accessing the servlet context
Using initialization parameters
Blocking responses

Modifying responses

Online info

— The chapter on filters from More Servlets and JavaServer
Pagesis available online in PDF at the Sun Java
Developer's Connection. See
http://devel oper.java.sun.com/devel oper/Books/
javaserverpages/serviets javaserver/.
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Advantages of Filters

* Encapsulate common behavior.

— Have 30 different servlets or JSP pages that need to compress their
content to decrease download time? Make 1 compression filter and
apply it to al 30 resources.

* Separate high-level access decisions from
presentation code.

— Want to block access from certain sites without modifying the
individual pages to which these access restrictions apply? Create an
access restriction filter and apply it to as many pages asyou like.

* Apply wholesale changes to many different
resources.

— Have abunch of existing resources that should remain unchanged
except that the company name should be changed? Make a string
replacement filter and apply it wherever appropriate.
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The doFilter Method

» Basic format
public void doFilter(ServletRequest request,
Servl et Response response,
FilterChain chain)
throws Servl et Exception, |OException {

chai n. doFi | ter(request, response);
}

* Note on first two arguments

— They are of type ServletRequest and ServletResponse, not

HttpServletRequest and HttpServletResponse.
» Do atypecast if you need HTTP-specific capabilities

» Note on final argument

— ItisaFilterChain, not aFilter. It's doFilter method is

different — two arguments only. www.mor eser viets.com
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A Simple Reporting Filter

public class ReportFilter inplenents Filter {
public void doFilter(ServletRequest request,
Ser vl et Response response,
Fi | ter Chai n chain)
throws Servl et Exception, |OException {
Htt pServl et Request req =
(Htt pServl et Request ) request ;
Systemout. println(req.get RenoteHost () +
" tried to access " +
req. get Request URL() +
on "+new Date() + "
chai n. doFi | ter(request, response);

}

")

}
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Declaring the Reporting Filter

<web- app>
<l-- Register the name "Reporter"
for ReportFilter. -->

<filter>
<filter-name>Reporter</filter-nane>
<filter-class>
noreservliets.filters. ReportFilter
</filter-class>
</filter>

www.mor eservietscom|

Reporting Filter: Results
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A Simple Reporting Filter

(Continued)

public void init(FilterConfig config)
throws Servl et Exception {

}

public void destroy() {
}
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Associating Reporting Filter
with Given URLs

<I-- Apply Reporter filter to home page.
<filter-mppi ng>
<filter-name>Reporter</filter-nane>
<url-pattern>/index.jsp</url-pattern>
</filter-mappi ng>

<l-- Also apply Reporter filter to
servl et naned "TodaysSpecial ".
<filter-mppi ng>
<filter-name>Reporter</filter-nane>
<servl et - name>TodaysSpeci al </ servl et - nane>
</filter-mappi ng>

->

/ web- app>
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Reporting Filter
(Results Continued)

« Printouts to standard output akin to the
following will result from the two accesses
shown on previous page:

— purchasing.sun.com tried to access
http:/Aw w w .filtersrus.com/filters/index.jsp
on Fri Apr 12 13:19:14 EDT 2002.

— admin.microsoft.com tried to access
http:/Aw w w .filtersrus.com/filters/TodaysSpecial
on Fri Apr 12 13:21:56 EDT 2002.

» Point: A single filter can apply to lots of
different resources in transparent manner
— Theindividual resources do not need any specia code
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Accessing the Servlet Context

* What if filter wants to read or write Web
application-wide parameters? Or it simply
wants to log data?

— You use methodsin ServletContext for this

» Surprisingly, the doFilter method provides
no access to the ServletContext
— Neither ServletRequest nor ServletResponse provides

accessto it either

» Solution: store the ServletContext in init
— Call getServietContext on the FilterConfig argument that

is passed to init

— Store the result in an instance variable (field) of the filter

— Access the field from the doFilter method
www.moratervlasoom|

A Logging Filter (Continued)

public void doFilter(Servl et Request request,
Ser vl et Response response,
Fi | ter Chai n chain)
throws ServletException, |OException {
Ht t pSer vl et Request req =
(Htt pSer vl et Request ) r equest ;
context. | og(req. get Renot eHost ()
" tried to access "
reg. get Request URL()
" on " + new Date()
"(Reported by " +
filterName + ".)");
chai n. doFi | ter (request, response);

+ 4+ + +
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Logging Filter: Results

* Log file:

— audits.irs.gov tried to access
http://www filtersrus.com/filters/business-plan.jsp
on Fri Apr 12 15:16:15 EDT 2002.
(Reported by Logger.)

— ceo.enron.com tried to access
http://www filtersrus.com/filters/tax-shelter/
on Tue Feb 12 10:24:11 EDT 2002.
(Reported by Logger.)
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A Logging Filter

public class LogFilter inplenents Filter {
protected FilterConfig config;
private ServletContext context;
private String filterNang;

public void init(FilterConfig config)
throws Servl et Exception {
/1 In case it is needed by subcl ass.
this.config = config;
context = config.getServletContext();
filterNane = config.getFilterNanme();
}
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Applying Logging Filter to
Entire Web Application

<web- app>

<filter>
<filter-nane>Logger</filter-name>
<filter-class>

noreservlets.filters. LogFilter

</filter-class>

</filter>

<filter-mappi ng>
<filter-nane>Logger</filter-name>
<url-pattern>/*</url-pattern>

</filter-nmappi ng>

</ web- app>
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Using Filter Initialization
Parameters

* Reminder: who needs to customize servlet
and JSP behavior?
— Developers.

« They customize the behavior by changing the code of the servlet
or pageitself.

— End users.

* They customize the behavior by entering valuesin HTML
forms.

— Deployers.
« Thisthird group is the one served by initialization parameters.
Members of this group are people who take existing Web

applications (or individual servlets or JSP pages) and deploy
them in acustomized environment.

> Resources with initialization parameters
— Servlets, JSP pages, servlet context, filters, listeners.

Www.mor eser vlets.com
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Declaring Filter Initialization
Parameters

<filter>
<filter-nane>LateAccessFilter</filter-name>
<filter-class>
noreservliets.filters. LateAccessFilter
</filter-class>
<init-paranp
<par am nane>st art Ti me</ par am nane>
<par am val ue>2</ par am val ue>
</init-paran>
<init-paranp
<par am nane>endTi me</ par am nane>
<par am val ue>10</ par am val ue>
</init-paran>
</filter>
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An Access Time Filter
(Continued)

public void doFilter(Servl et Request request,
Servl et Response response,
FilterChain chain)
throws Servlet Exception, |OException {
Htt pSer vl et Request req =
(H t pServl et Request ) request ;
Gregori anCal endar cal endar =
new GregorianCal endar () ;
int currentTine =
cal endar . get (cal endar. HOUR_OF_DAY) ;
if (isUnusual Tine(currentTine, startTine, endTinme)){
context.log("WARNING " +
req. get Renot eHost () +
" accessed " +
req. get Request URL() +
" on " +
formatter.format(cal endar.getTinme()));

chai n. doFi | ter(request, response); Mo eservietscom

A Banned Site Filter

public class BannedAccessFilter inplenments Filter {
private HashSet bannedSiteTabl e;

public void init(FilterConfig config)

throws Servl et Exception {

bannedSi t eTabl e = new HashSet ();

String bannedSites =
config. getlnitParaneter("bannedSites");

StringTokeni zer tok =
new StringTokeni zer (bannedSites);

whi | e(t ok. hasMor eTokens()) {
String bannedSite = tok.next Token();
bannedSi t eTabl e. add( bannedSi te);
Systemout. println("Banned " + bannedSite);

}
public void destroy() {}
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Reading Init Params: An
Access Time Filter

public void init(FilterConfig config)
throws Servl et Exception {
this.config = config;
context = config.getServletContext();
formatter =
Dat eFor mat . get Dat eTi nel nst ance( Dat eFor mat . MEDI UM
Dat eFor mat . MEDI UM ;

try {
startTime = |nteger. parselnt
(config.getlnitParaneter("startTime"));
endTi me = Integer. parselnt

(config.getlnitParaneter("endTime"));

} catch(Nunber For mat Exception nfe) { // Malformed/ null
I/ Default: access at or after 10 p.m but before 6
/1l a.m is considered unusual.
startTime = 22; // 10:00 p.m
endTime = 6; // 6:00 a.m
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Blocking the Response

e ldea

— Normal situation: call doFilter on FilterChain object

— Unusual situation: redirect response or generate custom output
¢ Generic Example

public void doFilter(ServletRequest request,
Ser vl et Response response,
Fi | ter Chain chain)
throws Servl et Exception, |OException {
Ht t pServl et Request req =
(Ht t pServl et Request ) request;
Ht t pServl et Response res =
(Ht t pServl et Response) r esponse;
if (isUnusual Condition(req))
res. sendRedirect ("http://ww. sonesite.cont);
} else {
chain.doFilter(req,res);
}
}
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A Banned Site Filter (Continued)

public void doFilter(ServletRequest request,
Ser vl et Response response,
FilterChain chain)
throws Servl et Exception, |CException {
Htt pSer vl et Request req = (HttpServl et Request)request;
String requestingHost = req.getRenpteHost ();
String referringHost =
get Ref erri ngHost (r eq. get Header ("Referer"));
String bannedSite = null;
bool ean i sBanned = fal se;
if (bannedSiteTabl e. contains(requestingHost)) {
bannedSite = requestingHost; isBanned = true;
} else if (bannedSiteTable.contains(referringHost)) {
bannedSite = referringHost; isBanned = true;

}
if (isBanned)

showWar ni ng(response, bannedSite);// Customresponse
} else {

chai n. doFi | ter (request, response);

Www.mor eser vlets.com
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A Banned Site Filter
(Continued)

private String getReferringHost
(String refererringURLString) {
try {
URL referringURL =
new URL(refererringURLString);
return(referringURL. get Host ());

/1 Mal formed or null
} catch(Mal f or redURLException nue) {
return(null);
}
}
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Registering the Banned Site
Filter in web.xml

<web- app>
<filter>
<filter-nane>BannedAccessFilter</filter-name>
<filter-class>
noreservlets.filters. BannedAccessFilter
</filter-class>
<init-paranr
<par am name>bannedSi t es</ par am nane>
<par am val ue>
www. conpetingsite.com
www. bettersite.com
www. nor eser vl ets. com
</ par am val ue>
</init-paranm>
</filter>

www.mor eservietscom|

Filter in Action
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A Banned Site Filter
(Continued)

private voi d showwar ni ng( Servl et Response response,
String bannedSite)
throws Servl et Exception, |CException {
response. set Cont ent Type("text/htnl");
PrintWiter out = response.getWiter();
String docType =
"<I DOCTYPE HTML PUBLIC \"-//WBC//DTD HTM. 4.0 " +
"Transitional //EN">\n";
out.println
(docType +
"<HTML>\ n" +
" <HEAD><TI TLE>Access Prohi bi t ed</ TI TLE></ HEAD>\ n" +
" <BODY BGCOLOR=\"WH TE\">\n" +
"<Hl>Access Prohibited</Hl>\n" +
"Sorry, access fromor via " + bannedSite + "\n"+
"is not allowed.\n" +
"</ BODY></ HTML>") ;

Www.mor eser vlets.com

Registering the Banned Site
Filter (Continued)

<filter-nmappi ng>
<filter-nane>BannedAccessFilter</filter-name>
<servl et - nane>TodaysSpeci al </ servl et - name>
</filter-mapping>
<servlet>
<servl et - nane>TodaysSpeci al </ servl et - name>
<servl et-class>
nor eser vl et s. TodaysSpeci al Servl et
</servlet-class>
</servlet>
<servl et - mappi ng>
<servl et - nane>TodaysSpeci al </ servl et - name>
<url -pattern>/ TodaysSpeci al </ url -pattern>
</ servl et - mappi ng>

/ web- app>
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Advanced Filters:
Modifying the Response

* Create aresponse wrapper.

— Extend HttpServletResponseWrapper.

Provide a PrintWriter that buffers output.

— Override getWriter method to return a PrintWriter that saves
everything sent to it and stores that result in afield

Pass that wrapper to doFilter.

— Thiscall islega because HttpServletResponseWrapper implements
HttpServletResponse.

Extract and modify the output.

— After cal to doFilter method of the FilterChain, output of the
original resource is available to you through whatever mechanism
you provided in Step 2. Modify or replace it as appropriate.

Send the modified output to the client.

— Original resource no longer sends output to client (output is stored
in your response wraplf])er instead). You have to send the output. So,
filter needs to obtain the PrintWriter or OutputStream from original
response object and pass modified output to that stream.
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A Reusable Response Wrapper

public class CharArrayW apper
extends HttpServl et ResponseW apper {
private CharArrayWiter charWiter;

public Char ArrayW apper (Htt pSer vl et Response response)
super (response) ;
charWiter = new CharArrayWiter();

}
public PrintWiter getWiter() {
return(new PrintWiter(charWiter));

}
public String toString()
return(charWiter.toString());

}
public char[] toCharArray() {
return(charWiter.toCharArray());
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A Generic Replacement Filter
(Continued)

public void init(FilterConfig config)
throws ServletException {
this.config = config;

}

protected FilterConfig getFilterConfig() {
return(config);

}

public void destroy() {}

public abstract String getTargetString();

public abstract String getReplacementString();

public void updat eHeader s( Servl et Response response,

String responseString) {
response. set Cont ent Lengt h(responseString.length());
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A Specific Replacement Filter

public class ReplaceSiteNaneFilter
extends ReplaceFilter {

public String getTargetString() {
return("filtersRus.cont);

}

public String getReplacenentString() {
return("weBefilters.conl');
}
}
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A Generic Replacement Filter

public abstract class ReplaceFilter inplenments Filter {
private FilterConfig config;

public void doFilter(ServletRequest request,
Servl et Response response,
FilterChain chain)
throws ServletException, |CException {
Char ArrayW apper responseW apper =
new Char ArrayW apper ( (Ht t pSer vl et Response) r esponse) ;
chai n. doFi | ter (request, responseW apper) ;
String responseString = responseWapper.toString();
responseString =
FilterUils.replace(responseString,
get Target String(),
get Repl acenent String());
updat eHeader s(response, responseString);
PrintWiter out = response.getWiter();
out.wite(responseString);
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FilterUtils

public static String replace(String nainString,
String orig,
String replacenment) {
String result ="";
int oldlndex = 0;
int index = 0;
int origLength = orig.length();
whi |l e( (i ndex = mainString.indexX (orig, oldlndex))
'=-1) {
result = result +
mai nString. substring(ol dl ndex, index) +
repl acenent;
ol dl ndex = index + origLength;

result = result + mainString.substring(ol dl ndex);
return(result);
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A Specific Replacement Filter
(Continued)

<web- app>

<filter>
<filter-nane>Repl aceSi teNanmeFilter</filter-name>
<filter-class>
noreservliets.filters. Repl aceSi teNameFi |l ter
</filter-class>
</filter>

<filter-nmappi ng>
<filter-nane>Repl aceSi teNanmeFilter</filter-name>
<url -pattern>/plugSite/page2.jsp</url-pattern>
</filter-mapping>

</ web- app>

Www.mor eser vlets.com
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A Specific Replacement Filter
(Results)
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Summary

Implement the Filter interface

Override doFilter, init, and destroy

— init and destroy are often empty

Declare filter in web.xml

— Giveit aname and designate URL s to which it applies

Accessing the servlet context

—Look it upininit, storeitin afield

Filters have init parameters

Blocking resources

— Simply omit call to FilterChain.doFilter

Modifying response

— Pass awrapper to resource, invoke resource, extract
output from wrapper, modify it, passit to client.
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A Compression Filter

public void doFilter(ServletRequest request,
Servl et Response response,
FilterChain chain)...{

Htt pServl et Request req = (HttpServl et Request)request;

Ht t pServl et Response res = (Htt pServl et Response) r esponse;

if (!isGzipSupported(req)) {
chain.doFilter(req,res); // Invoke resource nornally.
el se {
res. set Header (" Cont ent - Encodi ng", "gzip");
Char ArrayW apper responseW apper =

new Char ArrayW apper (res);
chai n. doFi | ter(req, responseW apper);
char[] responseChars = responseW apper.toCharArray();
Byt eArrayQut put Stream byt eStream =

new Byt eArrayQut put Strean();
GZI PQut put St r eam zi pQut =new GZI PQut put Str ean( byt eStrean);
Qut put StreamWiter tenpQut=new QutputStreamNiter(zipQut);
tenpQut.wite(responseChars); tenpQut.close();
res. set Cont ent Lengt h( byt eSt ream si ze());
Qut put Stream real Qut = res. get Qut put Streant);
byteStream writeTo(real Qut);
11 WWW.mor eser vlets.com
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Compression Filter: Results

e Speedup: 12 fold on 28.8K modem
connection

» Compression: 300 fold
» Use caution in generalizing benchmarks
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Questions?

Core Servlets & JSP book: www.coreservlets.com
More Servlets & JSP book: www.moreservlets.com
Servlet and JSP Training Courses: courses.coreservlets.com
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More Information

Source code for examples e
— http://www.moreservlets.com - s N
More Servlets & JSP JmnSimnim Pocis
— http://www.moreservlets.com
— Siteincludes info on serviet -
and JSP training courses
Core Servlets & JSP

— Prequel to More Serviets & JSP
— http://www.coreservlets.com

Servlet home page

— http://java.sun.com/products/serviet/ v
JavaServer Pages home page —

— http://java.sun.com/products/j sp/
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