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Abstract

User-session-based testing of web applications gathees us
sessions to create and continually update test suites baseehl
user input in the field. To support this approach during maint
nance and beta testing phases, we have built an automatecfra
work for testing web-based software that focuses on sdéiabi
and evolving the test suite automatically as the applicesi@p-
erational profile changes. This paper reports on the autdomat
of the replay and oracle components for web applicationsclvh
pose issues beyond those in the equivalent testing stepsdior
tional, stand-alone applications. Concurrency, nondetieism,
dependence on persistent state and previous user seszioos)-
plex application infrastructure, and a large number of auttfor-
mats necessitate developing different replay and oraatepara-
tor operators, which have tradeoffs in fault detection etffeeness,
precision of analysis, and efficiency. We have designedeimp
mented, and evaluated a set of automated replay techniquees a
oracle comparators for user-session-based testing of wghi-a
cations. This paper describes the issues, algorithms,istis,
and an experimental case study with user sessions for twapreb
plications. From our results, we conclude that testers qrening
user-session-based testing should consider their expecsafor
program coverage and fault detection when choosing a regtaly
oracle technique.

Categories and Subject DescriptorsD.2.5: [Software Engineer-
ing]: Testing and Debugging—testing tools

General Terms: Reliability, Experimentation

Keywords: software testing, replay, test oracles, web applications

1. Introduction

main increases accordingly. Simultaneously, companiesofr
ten logging and analyzing the usage of these applicatiogsit®
further enhancements and customization as user profildgeevo
User-session-based testing seeks to reuse this large sihdosd:
lected data bundled in the form of user sessions for testiag t
reflects real users’ usage of the application. User sessambe
replayed as test cases, and an oracle determines whetlzettiaé
results match the expected results. A human tester couladtto b
the replay and the oracle; however, for a human, both taskexar
tremely tedious and error-prone, which leads to significazrual
testing overhead.

An automated system for collecting and replaying user sassi
to expose faults is desirable, but there are a number oferiges
to developing an effective automated system. Web appbicati
typically have persistent state in the form of a backendldeta
and the server state. Thus, similar to testing database& dife]
the system’s handling of persistent state affects replag sé-
quence of user sessions. If user sessions are replayeddredif
orders or individual user sessions are not included in thtaye
e.g., because of applying a test suite reduction techntgea,the
replayed sessions will most likely have different behattian the
original suite of user sessions. Furthermore, the replaghtrse-
rialize the user sessions or attempt to replay sessionsrailgla
as they might have occurred when collected. Thus, unlikei-tra
tional software without persistent state, reordering ¢teses and
temporal changes to a set of test cases during replay chamget
havior exhibited during testing. To address this problem must
consider the web applicationsontrollability [6].

Oracles have traditionally been difficult and expensive ¢e d
velop in software testing [3, 4, 23, 30]. Amacleis a mechanism
to evaluate the actual results of a test case as pass or noAprass
oracle produces an expected result for an input and usesna
paratorto check the actual results against the expected results [4]

As the move towards web-based applications continues at aHuman oracles often evaluate the correctness of the actial o

rapid rate, the need to ensure the reliability of this agpio do-
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put. Some approaches to automated or partially automaged or
cles involve developing an oracle from specifications, fiimu-
lations of the program under test, or using an implememdtiat

is trusted [4].

The primary challenge to developing oracles for web applica
tions is their lowobservability[6], i.e., while some application
output goes to the user in the form of generated HTML pages,
other application behaviors, such as generated email gessa-
ternal server state, data state, and calls to web servieespaas
easy to monitor. Existing web application testing appreadio,



17] have employed oracles that use the downloaded pageg as thmany interactions between objects, and involve signifioaat in-
output of an executed test case. However, an oracle comoparat teraction. Changing user profiles and frequent small maartee

that naively detects every difference in page content couikt changes complicate automated testing [15].

takenly report a fault when the difference is in real-timgnaimic Because of the user-oriented nature of web applicatioss, te
information. Furthermore, an oracle comparator that fesumn ing focuses on code that users commonly access. User session
specific internal details of behavior may miss reportindtfau provide a convenient way of testing executed code in the man-

In a previous paper [25], we reported on our use of existing ner users access the applicationuger-session-based testifg],
tools and the development of some simple scripts to autothate  the web server logs users accessing a web application. Esaech

entire process from gathering user sessions through théfida- sessionis a collection of user requests in the form of URL and
tion of a reduced test suite and replay of that test suitedeeage name-value pairs (i.e., form field names and values). Mogeip
analysis and fault detection. In this paper, we describenmrk ically, a user session begins when a request from a new IRss&ldr
on replay and oracle comparators, which focuses on addgets reaches the server and ends when the user leaves the web site o
challenges posed by web applications’ observability androt the session times out. To transform a user session into easst
lability, derived from our experiences in experimentatwith the each logged request of the user session is changed into aR HTT
prototype. request that can be sent to a web server. A test case corfgigteto
This paper describes the design, implementation, and&valu of HTTP requests that are associated with each user segiion.
tion of four oracle comparators, used in combination withlag ferent strategies are applied to construct test casesdaditected
with and without state information considered. We introslad- user sessions [10, 20, 21, 27]. A key advantage is the minimal
ternate notions of expected and actual output, specifiéallweb configuration changes to the web server to collect user stgue
applications. While the persistent state problem is not teet@st- Capture/replay for web applications is relatively cheaypmpared
ing certain application domains, we discuss the issuesrafliray to other domains, as demonstrated in [19].
persistent state in web applications and consider bothtthe-s Elbaum et al. [10] provide promising results that demonstra
ture and content of the generated HTML web pages in our oraclethe fault detection capabilities and cost-effectivenésser-session-
comparators. The main contributions of this paper are based testing. They show that the effectiveness of useiogess

techniques improves as the number of collected sessioreaises.
e A set of automated strategies for handling persistent state However, the cost of collecting, analyzing, and replayisg tases
during replay of web application user sessions also increases. Elbaum et al. [10] report that they achievigha
percent of test case reduction with Harrold et al’s. [12} tese
reduction technique. They found no difference in fault deta
effectiveness when they restored state as compared to \Whgn t
e An experimental study of two web applications and corre- did not.
sponding user sessions that examines the impact of differ-  In [26], we presented an approach to achieve scalable user-
ent combinations of replay and oracle comparators on pro- Session-based testing of web applications. We view thectidin
gram coverage, composition of faults detected, and associ-Of logged user sessions as a set of use cases where a use case is
ated costs a behaviorally related sequence of events performed by gbe u
through a dialogue with the system [14]. The key insight af ou
By automating the replay and oracle comparators, the testerapproach is the formulation of the test case reduction prolibr

e A set of plug-n-play, automated oracle comparators for-user
session-based testing of web applications

benefits by (1) plug-n-play oracles, tailored to the typeaafts user-session testing in terms of concept analysis [26]. &Netoen
the tester wants to expose, (2) ability to replay with or with exploit existing incremental concept analysis technigeana-
restoring state, which may expose different faults with $hene lyze the user sessions on the fly, as sessions are capturedm=and

test suite, (3) capture-replay that helps the developeatilefaults verted into test cases, and thus we can continually reflecéd
that the user encounters, and (4) automatically removaigcétivalid — of use cases representing actual executed user behavianby a
URLs, which reduces the cost of replaying URLSs that do not-exe imal test suite. Test suite reduction is accomplished orflyhiey
cise the application under test. grouping user sessions into similar clusters.

Section 2 provides background on user-session-basedgesti
The overall automated framework in which we integrated the r 3. Automated Framework
play and oracle mechanisms is described in Section 3. We de-  \ye implemented a prototype of an automated web application
scribe the challenges and our approaches to automatingyrepl  testing framework, shown in Figure 1. We designed our frame-
user sessions for user-session-based testing of webaipis in  \yoric to collect user sessions, test web applications antiiaten
Section 4. Section 5 presents the challenges and our sea@iBor  he effectiveness of test suites with minimal human effa@ur
comparator strategies. The design, results, and analgsisssion 4] was to develop antegratedramework for testing web-based
of our experimental study with two web applications areenésd  appjications, where the testing processusomatedwhile main-
in Sections 6 and 7. We conclude with future work in Section 8. (ajning the desired fault detection capability, test cage;, cost-

2 User-session-based Testing effectiveness, and scalability. In addition to bemgomatedthe

main properties of the framework are
Broadly defined, a web application is an application thasrun
on aweb server and is available to users over a network. Aweb a e generality -The framework can be used to test any web ap-

plication generally encompasses a set of static and dynaetic plication written in Java/JSP because we do not make changes
pages. Based on user requests and server state, the web appli to the application code to enable the testing process. The
cation generates dynamic responses. Large web-basedasaftw framework can also be extended to test applications written

systems can require thousands to millions of lines of cooletain in other web-based languages such as PHP.
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Figure 1. Automated Framework for Testing Web Applications

o flexibility - Different components of the framework, e.g., the Optionally, a test suite may be reduced before it is replayéal
user-session logger or the replay tool, can be modified de- describe our reduction technique in [26] and compare réotuct
pending on the requirements of the web application. techniques in our framework in [28].

portability - Test information, e.g., user sessions and cover- 3.3  Test Suite Replay

age and failure detection reports, is platform-indepehden The replay tool may be run with the original web application

V or a modified version of the applicatidi’. In maintenance-
based testindy”’ is created from applying maintenance changes to
V. Additionally, a set of version¥] could be created by seeding
different faults into copies 0¥ during fault-based testing.
3.1 Test Case Collection and Creation To replay a test suite, we utilize the GNAgiet [31] tool. For
every user session in the test suitget requests each URL in-
We create the original test suite in four steps: record wekese  cluding name-value pairs and then downloads the pagesegtur
accesses, generate user sessions, remove static seasben- in response. Currently, the framework replays user session-
erate replayable sessions. secutively in the order in which the server logged them. Befo
Record web server accesse$Ve augmented the Resin [22] web  replay, the framework initializes the data store to itsiahistate—
server's access logging class to record both the GET and POSThefore we deployed the application and captured user $&ssio
requests’ encoded name-value pairs and the URL in the alozess When replaying reduced suites, the framework does notyepla
Generate user sessionsWe parse the web server's augmented all the sessions in the original suite. If a reduced tesesioes not
access log to create user sessions [25]. Because imagest®doe  contain a user session, the framework could restore thestktia

In [25], we presented an initial framework. In this sectiom,
focus on our improvements to test case collection, test gi@h-
eration, test suite replay, and fault detection.

not affect an application’s execution, we do not includentha as if the user session were in the original suite to accouriho
user sessions. We generate a list of an application’s vdR te- application’s persistent state. If we do not restore thie $tatween
quests so that we can remove any invalid URLS, such as mitype sessions, the application behavior for the reduced suileno
URLs, requests for nonexistent files, or requests for otppliea- necessarily match the behavior of replaying the origindesdo
tions, from the sessions. save the data store between every session, a consecutigg oép

Remove static user sessionsSome user sessions request only the original suite is run once before replaying any reducstts.
static pages. Since static user sessions do not accessplie ap We discuss the issues involved in maintaining state dueptay
cation, we can remove static sessions from the test suiteutit in Section 4.

changing the test suite’s ability to exercise the applizatinder .

test. We maintain a list of static pages for each applicaimthat 3.4 Fault-Based Testing

we can identify and remove static sessions.

Generate replayable user sessionsThe final step for creating
test cases is a simple transformation from the user sessitms
files containing URLS that the system can replay.

Testers can use fault (or failure) detection to evaluateethe
fectiveness of a given test suite. A fault is defined as anrinco
rect statement, step, process, or data definition in a canpub-
gram [4]. We developed fault classifications based on thestla
3.2 Test Suite Generation and Reduction fications identified in Elbaum et al. [10], which identifiedrel

types of faults for web applicationsscripting web page and

User sessions may depend on previous user sessions for statelatabasefaults. However, Elbaum et al. assume all web appli-
For example, if a user creates an account in one session bse-su  cations have a database backend; some web applicationdasse fi
quently logs into the application in another session, the diore as a data store. We seddta store faultghat exercise application
must contain the user account for the application to run as ex code that interacts with databases and/or data stores. N&/mesl
pected. To approximate the user session dependencies,dae or the scripting faults akgic faults which include application code
the user sessions by their first recorded web server access. logic errors in the data or control flow. We splieb page faults



into three categories to help differentiate the severityfanfits:
form faults which modify name/value pairs and actions, i.e., API
faults because users call the web application through foaps

subfigure shows how the state is updated between user see$ion
a subset of the original suite to maintain the same behasitine
original suite. Note that only states just prior to an exeduiser

pearance faultswhich change the way the page appears to users, session in the smaller suite need to be restored, not evaty st

such as, layout and style; atidk faults which change a hyper-
link’s location. Thus, our fault classification @ata store, logic,
form, appearanceandlink faults.

To detect failures, i.e., the manifestation of a fault, tnaifde-
tection framework inserts one fault into the applicatiod egplays
a test suite. For our purposes of comparing test suite afect
ness, graduate and undergraduate students familiar withla@&
servlets/HTML manually seeded realistic faults into thelaa-
tions. We are currently designing an extension to autoraiim-
sert faults through mutator operators [2]. A pluggable leraom-
pares the generated HTML output from the non-faulty, “cfean
version of the application with the actual output from theltia
application to determine whether a test detects a failueeti@ 5
describes the challenges of developing oracles web afiphca

4. Automating Replay

between every user session in the original suite. Note a&lso t
later user sessions may also depend on the execution obpgevi
user sessions, i.e., user session behavior may depend apglie
cation’s persistent state. The right subfigure shows hovadieh
differs when the same smaller test suite is replayed witktate
restoration.

Approaches. Currently, we believe there are three approaches to
handling persistent data state for reduced suites:

Wt hout state. Ignore the persistent state problem. The re-
sults will be inaccurate as compared to the sessions whéayezp
consecutively and may not represent the same use casesvétpwe
because the data state is different from when the sessiores we
originally recorded, e.g., the corresponding user accdaas not
exist before a login request, the sessions will most likelycete
significant amounts of error code. Therefore, replayingstime
test suite without restoring the state could provide addéi test-

ing without capturing or generating any new sessions.

Given a version of the code to be executed during replayether \yt ) st ate. The data state could be restored before the frame-

are a number of different parameters for replaying useligess
(1) the selected user sessions to replay (the original satsa-
lected subset based on some heuristic), (2) the timing ofiskee
session replay (serially or with concurrency), (3) the ordere-
play user sessions (log-recorded order or some other tad|
order), and (4) the restoration of persistent state duepiay (no
restoration or restoration at certain points during replay

For testing purposes, it is not necessary to emulate thimatjg
i.e., the captured, behavior of the application exactlyweler, in
user-session-based testing, it is desirable to exerciesaghlica-
tion with test cases that represent real usage, e.g., asiegtm
some real user session. Thus, we focus on replay in the dirthez o
original user session’s first access. When captured, thesese
sions probably overlapped and interacted. In our curremk wee
focus on the issues in executing the test cases serialljali2ed
access simplifies the testing process by removing the cotitipke
of concurrent access and testing [8, 13, 16]; however, ouecntu
implementation does not test critical sections, i.e., kdoaf code
that require mutually exclusive access, of the web apjidinatn
future work, we plan to address the challenges that panadlel

work replays each user session. Our current implementation
this approach is to replay the original suite once and saveldta
state between sessions. Before running each session aficered
suite, the framework restores the data state. This apprieaot
pensive in terms of space and time. A more efficient implement
tion, which we plan to implement in the future, is to log datsé
interactions or data store changes (deltas) while repdgyie orig-
inal suite. The framework could replay the database logpplya
deltas to the data store to restore the data between redessidrss
with less time and space costs.

Augnent the test suite. Itmay be possible to calculate
the dependencies between user sessions, created bygrsiate
changes. If the correct execution of sesdgigre.g., an internal ap-
plication page, depends on sessigh<.g., a registration request,
andB, e.g., an update of account information, we could incldde
andB in the reduced suite along witfi to make the suitsafe[4].
However, in the worst case, the reduced suite would incllide a
the sessions of the original suite—negating the benefiteaia-
tion. Calculating user-session dependencies is similegstmring
the state but may require replaying a larger test suite adste#

play pose in our framework. Since the experiments by Elbalim e nating the state directly.

al. [10] did not support combining different user sessidgmseugh
random selection of requests from different sessions, \eeldg
an entire user session from start to finish, without selggbior-
tions of (and possibly merging) user sessions.

One of the goals of our experiments is to investigate theable
persistent state on web-application behavior during ssssion
replay. Thus, we examine several options for dealing wisthest
described in the next subsections.

The remainder of this section elaborates on the challenygs a
then describes explored solutions to addressing persistae in
web applications, as embodied in data and server state.

4.1 Data State

Challenges. Maintaining application state is a controllability is-
sue for accurately replaying the reduced test suite [6Jufei@ il-
lustrates the behavioral differences upon restoring oresibring
state during replay. The left subfigure shows the data state af-
ter each user session is executed in the original suite. Téelen

4.2 Server State

Challenges. In addition to data state, server state can also be an
issue when replaying user sessions. For example, a simpk pa
counter could be implemented by storing variables on theeser
and incrementing and displaying the counter associatddaniteb
page every time a user accesses the page. The counter'sdsehav
changes depending on the number of times the page has been ac-
cessed since the server’s last restart. If a fault existsdarcounter
code, perhaps the first time the page is accessed after ter ser
starts may be the only time that a failure occurs, which has im
plications for failure detection. Other examples of sestate in-
clude cookies, current time maintained by the server, assice
information.

Approach. Our current approach is to ignore server state. Another
approach is to restart the server between the replay of exsay
session. Restarting the server is extremely impracticiipaoved
prohibitively expensive for the machines used in our experits.
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Figure 2. lllustrating the Role of State in Web Applications

However, keeping any state on the server is not good progiagnm
practice; therefore, server state is a lesser concern titarsthte.

4.3 Failure Detection Replay

State is an issue for replaying fault-seeded versions ofpan a
plication for both the original and reduced suites. Durirfguty
run, sessions may affect the application or data state imsueay
that subsequent sessions may execute erroneously, eveoutvit
executing the fault. However, if the framework restoresdtae
after each session, then it will only report a fault in a sesshat
executes the faulty code if the fault manifests itself in dlgput
of the session. If the framework does not restore stateayey
the reduced suites will suffer from the state problems dised
earlier.

5. Automating Oracles
5.1 Challenges

Software testing researchers often assume that oraclset exi
but developing them is difficult [24, 30]. Some researcheos p
pose using model-based oracles [5, 18, 29]. However, there a
major challenges in accurately modeling web applicaticush
as addressing the ability to navigate web pages throughveskro
(e.g., a user accesses pages through back and forward otton
by typing the URL directly); the inability to statically d&imine
control flow due to user input and location; and the existesfce
numerous technologies and languages. Partial oraclesl loese
models for web applications are presented in [1]. Since masty
applications have a database backend, we could use a stdte va
tor, such as the one in AGENDA [6], to validate the applicao
database state. However, web applications may use other sta
such as files or internal server state.

The ideal oracle accurately reports erroneous applicaten
havior. When developing an oracle, we must analyze its acgur
in terms of its false positives—reporting a failure when #pe
plication behaved appropriately—and its false negativest+e-
porting a failure. False negatives allow faulty code to bsspd

into production use, while false positives may cause a deeel
to waste time tracking a non-existent bug. Note that, in plais
per, our goal is not precise fault localization; we may edtenr
framework to automate more precise fault localization iturfe
work. Instead, we propose several automated oracle cotopgra
which plug easily into our framework, and discuss their tieda
precision.

5.2 Comparison Algorithms

Since many web applications generate HTML output, we fo-
cus our efforts on validating HTML output—a pseudo oracle fo
a subset of the application’s output [30]. By analyzing tHEVHL
output, we can evaluate what the user sees. We start withld “go
standard”—a previous, working version of the applicatidh-F
and compare the gold standard’s expected output with thelkct
output.

One approach to validating HTML output is using a simple
di f f of the expected and actual HTML output, as in [10]. While
an HTML diff, which we call Raw, is inexpensive, the oracle
will report a failure for any change in the HTML code, includ-
ing changes in dynamic content, such as changes in the date or
time; the ideal oracle does not report changes in dynamie con
tent as failures. Additionally, thRaw oracle will miss faults that
do not reveal themselves in the HTML output. An example is a
database transaction that does not commit and the HTML butpu
matches the output that would be generated if the transadit
commit. Any oracle that looks only at the HTML output is sus-
ceptible to these kinds of false negatives. However, sulesdq
sessions that depend on the session that exercised the dadk
typically expose these faults.

To reduce the number of false positives, we developed two ad-
ditional output-based oracles: one that ignores the HTMk &nd
one that only considers the HTML tags. By ignoring the HTML
tags, the HTMLContent oracle will not falsely fail for web pages
with simple changes to the Ul, e.g., changes in the page tayou
(tables versus CSS) or display (different font color), vbhito
not affect the overall execution of the application. Howetke



HTML Content oracle will falsely fail applications for changes in
the generated dynamic output. Besides missing faults noi-ma
fested in the HTML content, théontent oracle will miss faults in
the HTML tags, such as omitted form input tags.

The HTML Structure-based oracle compares only the HTML
tags, including the attributes and values, of the actual énd
pected output. The oracle will incorrectly fail pages thavéa
slight changes in the Ul or display that do not affect the beha
ior or appearance of the application. For example, the enadl
flag changes in layout of hidden fields and breaks, e.g., awembi
tions of<BR>with <I NPUT t ype=hi dden ... >. The oracle
will miss data or content errors.

The cost of comparing each request’s output can be reduced

by first performing a simple diff on the file names thaget has
downloaded. This comparison, which we dalist, catches errors
that cause differences in page-level control flow, e.g., Uedi-
rection, or errors that caused the server not to generate lHTM
e.g., a fatal exceptiorklist has no false positives because if a ses-
sion took a different path through the application and tfeeee
downloaded different files, then a failure occurred. Theclera
misses errors in page content. Since the other proposedteutp
based oracles subsurfést, Flist should be executed before the
other oracles.

6. Experimental Study

In previous sections, we presented several approaches-for r
playing test suites and for comparing expected with actugdu.
In this section, we describe our experiments for evaluatiegap-
proaches’ effectiveness and practicality. We then use xpere
imental results to guide testers in choosing an approprégikay
technique and oracle comparator.

6.1 Research Questions and Hypotheses

We designed our experiments to answer the following ques-
tions about our approaches:
Question 1. How does the choice of replay technique affect the
test suite’s program coverage?
Hypothesis 1. We believe that we will see a difference in the
program coverage betweent h_st at e andwi t hout _st at e.
We expecti t h_st at e to have higher coverage overall, but
wi t hout _st at e will cover error code than t h_st at e does
not. We also believe that replaying smaller reduced suitidls w
cause a bigger difference in code coverage becausbout _st at e
will be missing the state from more user sessions and thusrcov
more error code thawi t h_st at e replay of the reduced suite.
Question 2. How do the replay technique and oracle comparator
affect the set of reported faults?
Hypothesis 2. Because we expect the replay technique to affect
the covered code, the replay technique will also affect¢iperted
failures. As described earlier, the oracles are not alwagsige
and will report failures that are not caused by code faultséf
positives) and miss other failures (false negatives). &aach or-
acle is susceptible to its own false positives and falsetiegathe
set of reported faults for each oracle comparator will béedét.
Question 3. What are the costs of each replay technique and ora-
cle comparator in terms of their requirements for time, spaad
human intervention?
Hypothesis 3. We believe thati t h_st at e will have slightly

Test Suites #US Total URLs LargestUS | Avg US
mode | setavg | (# URLSs) (# URLs)
Book_Orig 125 | 3640 N/A 160 29
Book_Mod2 63 1644 N/A 81 26
Book HGS-C 12 526 568 74 44
Book HGS-M 4 161 166 66 40
Book_ HGS-S 11 387 393 74 35
Book HGS-U 1 66 67 66 66
Book_Con-U 5 264 N/A 81 53
CPM _Orig 261 3881 N/A 152 15
CPM_Mod2 131 1989 N/A 152 15
CPM_HGS-C 30 1240 1246 152 41
CPM_HGS-M 12 486 500 132 40
CPM_HGS-S 36 1295 1222 152 36
CPM_HGS-U 12 384 422 132 32
CPM_Con-U 49 1709 N/A 152 35

Table 1. Test Suite Characteristics

suites. Sincétructure andContent process the raw HTML file,
they will have higher time costs thdaw andFlist.

The remainder of this section describes our methodology for
answering our research questions.

6.2

Theindependent variableis our study are the test suites, sub-
ject applications, replay techniques, and the oracle comas.
Thedependent variableis our study are program coverage (mea-
sured in statement coverage), reported failures, and e daind
space costs.

Independent and Dependent Variables

6.3 Subject Applications and User Sessions

In our experiments we used two subject programs: an open-
source, e-commercBookstore [11] (Classes:11, Methods:385,
Conditionals: 1808, NCLOC:7791, Seeded Faults: &%) a course
project manager@PM) (Classes: 75, Methods: 172, Condition-
als:1274, NCLOC:9300, Seeded Faults: @Bveloped and first
deployed at Duke University in 2001.

Bookstore allows users to register, login, browse for bpoks
search for books by keyword, rate books, add books to a shgppi
cart, modify personal information, and logout. Bookstsses1JSP
for its front-end and a MySQL database for the backend. Tiecol
125 Bookstore user sessions, we sent email to local newsgrou
and posted advertisements in the University’s classifieslspage
asking for volunteer Bookstore users. Since we did not belu
administrative functionality in our study, we removed resis to
administration-related pages from the user sessions. Mtediv
of Table 1 presents the characteristics of the collected sse
sions.

In CPM, course instructors login and creagader accounts
for teaching assistants. Instructors and teaching astistat up
group accounts for students, assign grades, and create schedules
for demonstration time slots for students. CPM also sendsilem
to notify users about account creation, grade postingschadges
to reserved time slots. Users interact with an HTML appioat
interface generated by Java servlets and JSPs. CPM mansges i
state in a file-based datastore.

We collected 261 user sessions from instructors, teaching a
sistants, and students using CPM during the 2004-05 sunfafier,
and spring semesters at the University of Delaware. The URLs
in the user sessions mapped to the application’s 60 setaetes

higher space and time costs to store and update the data storand to its HTML and JSP pages. The row labe@®M _Orig in

between missing sessions when replaying reduced/mod#igd t

Table 1 presents the characteristics of the collected essians.



6.4 Methodology

In addition to the original suites, Table 1 lists the chasact
istics of our study’s test suites. To create a medium-sined;
contiguous test suite, we selected every other user sefsion
the original suite of collected user sessions to crdééoe2. We
applied Harrold et al.’s reduction technique [12] with citigehal,
method, statement and URL requirements to creatdHB8-C,
HGS-M, HGS-SandHGS-U test suites, respectively. We applied
our concept analysis-based reduction technique [26] tatertne
Con-Utest suite. Because the Harrold et al. reduction technigue i
nondeterministic, we executed the reduction techniquetibi€s
to create 100 reduced test suites for each requirement (G, M,
U). The second column of Table 1 shows the total URLs in (a) the
mode suite of the 100 reduced suites and (b) the average séthe
of 100 reduced suites. Since thod2 and the concept analysis-
based reduction are deterministic, we use only one test &t
each technique.

To collect program coverage for the different test suites, w
used the Java coverage tool Clover [7]. In addition to thiestgiges
from Mod2 andCon-U for program coverage, we executed each
of the 100 generated HGS reduced suites for each requirement
computed the mean program coverage.

As mentioned in Section 3, for the fault detection experitaen
graduate and undergraduate students familiar with JSPééaviets/
HTML manually seeded realistic faults in Bookstore and CRM.
general, we seeded faults in the application code thattatffiec
program’s control flow and the generated web pages as dedcrib
in Section 3.4. For CPM, we used some faults from previous ver
sions of the code. In this paper we show the results for faults
reported by the mode reduced suite obtained by Harrold st al.
reduction as well as the reduced suites fidimd2 andCon-U.

We implemented th€ontent oracle in Perl andtructure or-
acle in Java—first filtering the HTML pages and then usiing f
to compare the filtered outpuRaw andFlist usedi f f alone.

6.5 Threats to Validity

In our experimentsinternal threats to validityarise from the
relatively small number of user sessions. Since the limitzttire
of the original suite of user sessions could be consideradtan
nal threat to validity, we created multiple test suites te usour
experiments to alleviate this threat. In addition, our agions
may not be complex enough to show large differences in progra
coverage and fault detection when comparing the replay e
techniques. Our first subject application, Bookstore wasn-
source code, and the second application, CPM, was devetopbd
modified consistently by a single developer—thus threaiisatise
from different implementation styles are not a threat terinal va-
lidity of our study. In addition, the machines we used to rupes-
iments were not dedicated to our experiments; other us#rsr o
experiments, backups, and network activity may affect ithét
results.

Since we do not consider the severity of the faults or their po
tential impact on the replay techniques and oracle compaat
our experiments are liable tocanstruct threat to validity

In[2], Andrews et al. question the use of seeded faults sxau
for all but one of their subject programs, the seeded faugew
more difficult to expose than naturally-occurring faultshotigh
we tried to model the seeded faults as closely as possiblatto n
urally occurring faults—and even included faults from poes

[ Metrics | Book I CPM

[ [ State | NoState [ % Dif || State | No State [ % Dif |
Orig 59.2 N/A 69.3 N/A
Mod2 58.9 58.9 0.00 64.4 58 6.4
HGS-C || 59.1(.07) | 58.6(17)| 0.48 || 67.5(05)| 64.4(1.1)| 3.1
HGSM || 575(35) | 54.1(3) | 34 || 64.6(08)| 51.5(99)| 13
HGS-S || 59.2(.05) | 55.2(.05)| 3.9 69.3(0) | 64.8(84)| 45
HGS-U || 41.9(10.7)| 32.7(63)| 9.3 || 62.5(.26) | 47.2(L.1)| 15.4
Con-U 58.1 58.00 0.1 67.6 66.00 1.6

Table 2. Percent Statement Coverage, with
and without restoring state

validity. Finally, since we conducted our experiments on two ap-
plications, generalizing our results to all web applicasionay not
be fair.

1.
7.1 Q1I1: Effect of Replay on Program Coverage

Results and Analysis

Table 2 shows the results of executing test suites on Book-
store and CPM. We used two replay techniqusist h_st at e
andwi t hout _st at e, for replaying the test suites and measured
the corresponding statement coverage. The rows in TabletBdo
nondeterministic reduced suited&S-C, HGS-M, HGS-S and
HGS-U) show the average statement coverage of the 100 gener-
ated reduced suites for each replay technique and the sthdela
viation in paranthesis. For the other reduced suites, sinbea
single suite is present, we only report its statement coeera

We observe thati t h_st at e always covers more statements
thanwi t hout _st at e, and the standard deviation is less than the
difference except for Bookstore’s HGS-U. The differencenzre
pronounced in CPM than in Bookstore because CPM has more
dynamic and real-time user session operations than Baeksto

To verify that the two techniques cover different stateraamid
not simply different amounts of code, we present CPM'’s state
coverage—the most precise coverage information we celfieet
for representative reduced suites using each replay tgeérin
Figure 3. We do not show the results for Bookstore because the
difference is not as pronounced as in CPM. The y-axis shows th
test suites for each replay technique, and the x-axis deribe
randomly ordered individual statements that each tesé sav-
ers. Besides the difference in total statements coveredsege
that test suites cover different statements (denoted by-ttadues
in the figure). On manual inspection of the code covered by the
test suites with the different replay techniques, we olebithat
wi t hout _st at e was more likely to cover error code, such as
code in catch blocks, than the corresponding h_st at e replay
technique.

Contrary to our hypothesis, we did not observe a correlation
between test suite size and the percent difference in coatate-
ments. We note that the difference between the replay tqubasi
is not in the amount of code covered but in which statemerdis ea
technique covers.

7.2 Q2. Effect of Replay and Oracle on Failure
Detection

Figures 4, 5, 6, 7 show the faults reportedibt hout _st at e

versions of CPM, some of the seeded faults may not be accurateandwi t h_st at e replay techniques for Bookstore and CPM, re-

representations of natural faults, resulting ineaaternal threat to

spectively. Since the standard deviation in program caeesfar
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Figure 3. CPM statement coverage, with and without restorin

the nondeterministic reduced suites is small (from Tahle/2)use
the mode reduced suite in the failure detection experiments

The x-axis represents the oracle comparators and the exis
notes the faults seeded in the application. The total nurober
faults reported by the oracle and corresponding test ssitad
numerical label above the individual faults. In all the figsyrwe
observe that different oracles detect different numbertaoits.
Raw reports the most faults, followed iyontent and Structure,
and Flist reports the least faults. Sindgaw compares the raw
HTML file, it is likely to report differences in real-time datas
a fault, wherea€ontent and Structure oracles are more conser-
vative. We also note th&tructure, which compares differences
in HTML tags, reports moréorm faultsthan theContent oracle.
Flist reports mostlylogic and data storefaults because failures
caused byogic faults may affect URL redirection or cause fatal
exception and, therefore, affect the filenames tat uses for
comparison.

We note differences between faults reportediby h_st at e
(Figures 5 and 7) andi t hout _st at e (Figures 4 and 6). For
the Original suiteswi t hout _st at e has more opportunities to
detect failures because the framework does not correcyfstaite;
i.e.,wi t hout _st at e exposed some faults that subsequent ses-
sions could detect. In general, the reduced suites rephaiyed -
st at e reported more faults thas t hout _st at e, which matches
our coverage results from Table 2. Alsd, t hout _st at e ex-
posed some faults that t h_st at e did not detect, such as faults
in error code.

To accurately evaluate our oracle comparators, we were inte
ested in determining how many of the faults reportedalise pos-
itives A false positivds when the oracle reports a fault based on
output differences, but, on manual inspection, the seeaigdddid
not cause the difference in the output. An example of a fabse p
itive is when the comparator detects a difference in theectirr
time displayed because the expected result was generate;ea
however, displaying the current time is the correct apglicebe-
havior. Due to the dynamic and real-time nature of CPM, we be-
lieve that false positives are more likely in CPM than in Bsioke.
Since determinindalse positivesand false negativesequires a
huge amount of manual labor, we performed a small qualéativ
study onfalse positivegor CPM. In the future we plan to investi-
gatefalse negativeseported by our oracles.

In our manual inspection of the faults reported in the odgin
suite, we found that botRaw and Content reported false pos-
itives for replaywi t h_st at e. Raw reported errors when the
selected option in a form changes, e.g., the selected #taet t
changes from a.m. to p.mContent reports an error when the

2000 . 2500 3000
Individual Statements Covered

.’.gOO 4000 4500 5000

g state
[ Metrics I Bookstore I CPM
[ || State [ NoState || State [ No State |
Replay Time Per URL 0.33s 0.27s .04s .04s
Replay Time Per Sessiof] 10.59s| 8.43s 55s 57s
Space for Replay 4.2 MB N/A 18 MB N/A

Table 3. Replay: Time and Space Costs

order of form options changes, e.g., the order of availalele d
mos changed. However, in thvé t hout _st at e versionCon-

tent did not report a fault because the demos were printed in the
same order as in the clean versi®aw reported false positives in

wi t hout _st at e as well, butContent reported the same errors
asStructure, forwi t hout st ate.

While our study did not expose any false positives $truc-
ture, we can construct situations where they would occur. How-
ever, we believe those situations are less realistic andwaikasy
to identify as false positives. We conclude tRatw is most likely
to report false positives, followed Wyontent andStructure.

7.3 Relative Costs of Techniques

We present the cost of replaying test suites of user seswions
Table 3. When replaying a test suite, the cost is the timend se
a URL request and receive and store the downloaded page and
the time to restore the data state, if applicable. Sincerdrad-
work updates data state per session, we report the replayatim
the granularity of a single URL (first row in Table 3) and of ase
sion (second row in Table 3). Replayimg t h_st at e requires
additional space to store the data state updates.

The cost to update the data state between each session is rel-
atively small: about 2 seconds for Bookstore and negligibte
CPM. Bookstore stores 4.2 MB while CPM requires 18 MB in
updates for their original suites. Our applications’ spaaplire-
ments are small, which is not realistic for many web appilicet.

We did not implement any space optimizations, such as caapre
ing the data or logging the differences between states,hwhitt
allow our approach to scale to larger state requirementplaire
ing CPM is much faster than replaying Bookstore becauseeof th
cost of accessing and updating the database rather thastarile

We measured the time to perform an oracle comparison at the
granularity of a URL. The comparison time varies becausé eac
comparator measures different properties in expected etudla
output. Raw, Content, and Structure all require the same ex-
pected/actual output to perform the comparison, whllst only
requires the file names. The space occupied by the downloaded
HTML pages is approximately 8 GB (149 MB compressed) for
Bookstore and 4 GB (107 MB compressed) for CPM.
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Figure 5. Faults Reported in Bookstore with State and Differ

As expectedFlist (Book: 0.01s, CPM: 0.01s) aritw (Book:

ent Oracle Comparators

an option if the tester is interested in comprehensivertgsif the

0.01s, CPM: 0.01s) are the cheapest operators becauseethey r application—and in the process investigates some falsévess

quire no additional filtering of the HTML outpu€ontent (Book:
0.06s, CPM: 0.06s) anBtructure (Book: 0.14s, CPM: 0.04s) re-

In addition, theFlist oracle can be used as a quick filter to detect
faults prior to executing the other, more expensive oractawlly,

quired the most computing resources. We can reduce thete cos depending on the kinds of faults the tester wants to findefit

by optimizing the implementations. Bookstore’'s HTML pages
larger than CPM’s, which explains the higher cost$oructure.

7.4 Analysis Summary and Guidance to Testers
Based on our results, we suggest the following to testers:

Choice of Replay Technique for Program Coveradiethe web
application has real-time dynamic data, the tester may woeex-
ecute test suites by both t h_st at e andwi t hout _st at e re-
play techniques, since our results (Table 2) confirm thedifices
in code covered by the two techniques and Figures 3, 4, 5067 an
suggest that the covered code and reported faults by reglayth
the two techniques do not exhibit a subset relation. Howéviire
application maintains little persistent state, the testar execute
the test suites using thvé t hout _st at e replay technique.

Choice of Replay Technique for Fault-based TestMéen con-
ducting fault-based testing, the tester/maintainer mayt waexe-
cute test suitesi t hout _st at e if the intent is to locate faults in
error code of the application because our statement coverad
fault detection results suggest thdtt hout _st at e is likely to
cover error code.

Choice of Oracle Comparatoi=rom our results it is evident that
the relatiorRaw > Content, Structure > Flist exists between the
faults reported by the respective oracle comparators. ipe
on the time available to the tester, the tester can choosetut
different oracles. For example, if the tester is not inaitespend
time tracking false positives, the tester should use a caoatioin
of Content and Structure oracles. However, thRaw oracle is

oracles may be used. Itis intuitive to execRaw andStructure
oracle if the tester intends to isoldtem faults. Similarly, all ora-
cles excepFlist can be used to isolatgppearancdaults.

An Automated Plug-and-play Framewo¥tester/maintainer may
find it advantageous to use a combination of plug-and-plagles

and replay techniques and have an automated framework such a
ours that enables flexible combinations.

We surmise that as the dynamic real-time content of the appli
cation increases, the faults reported by $teicture andContent
oracles and betweewi t h_st at e andwi t hout _st at e will
differ more. However, we need more subject application$ wit
more real-time dynamic content to verify our intuition.

8. Conclusions and Future Work

In this paper we presented two replay techniques and various
oracle comparators in the context of an automated framefoork
testing web applications. We presented an experimentaly stu
evaluating the tradeoffs associated with different coratidms and
provide guidance to testers based on our results. Our sesudt
gest that a combination ofi t h_st at e andwi t hout st at e
replay covers more and different code than either techratpree.
From our results we conclude that different oracle compasat
expose different kinds of code faults. A combination of thecte
comparator and the replay technique can be used to detdist fau
in different areas of code. The primary limitation in our des
is that we cannot quantify “equivalence” of actual and expgc
results, which cause false positives. As future work, wedrtee
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identify which differences “matter” and which ones are egui
lent. In the future, we plan to calculate user session degreziels
as an alternate approach to managing data state and inatapor

approaches to handle server state during replay. We alsotpla

explore concurrent user session replay instead of sexdhlizplay.
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