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Abstract

criteria [13, 18], criteria based on link transitions [18tandard
graph criteria from a model of the application based on fistitte

Test suite reduction uses test requirement coverage ta-dete Machines [2], and traditional coverage-based criteria.

mine if the reduced test suite maintains the original saite¢juire-

One particular test criterion customized to web applicatjo

ment coverage. Based on observations from our previougiexpe and specifically used in test suite reduction, is base reques

mental studies on test suite reduction, we believe theraésd for
customized test requirements for web applications. Inghjser,
we examine usage-based customized test requirementeftast
suite reduction problem in web application testing. We emtd
an extensive experimental study to evaluate the tradeefigden
five classes of customized requirements with respect tceedest
suite size, program coverage and fault detection effeatiss. Our
results show that the reduced suites’ program coverage aold f
detection effectiveness increases with the context or asgaci-
ated with the reduction requirement. Based on our experiaien
results, we provide guidance to testers on the most usefutde
quirement for web applications in general and provide ititui
on specific factors testers need to consider when sele@sige-
quirements.

1.. Introduction

Test requirement coverage is an important and well accepte

measure for deciding when to stop testing, selecting testsca
and reducing test suites. Test coverage criteria define thkgt
impose test requirements on a test suite, such that a téstcsui
be judged by the level at which it satisfies the coverageraite
A set of test requirements can be described in terms of scode
elements, design components, specification modeling efesmer

elements of the input space [1]. For web applications, a rmumb

of test coverage criteria have been proposed, including fiat
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erage base). A base request for a web application is the re-
quest type and resource location without associated data@ET
/ servl et s/ aut hentication/Login.jsp). Intest suite
reduction, thebase coverage criterion requires that every base
request in the original test suite be covered by the reduesd t
suite [20]. The test requirements to be satisfied for achgevi
base coverage are generated from the input space of user requests
to the application in the form of base requests and optioaale:
value pairs (e.g., form field data). A reduced suite that ioies/
full base coverage indicates that for every base requesbv-
ered by the original test suite, there is at least one testicahe
reduced suite that covebs

In our previous work in test reduction for test suites formu-
lated from field data, our experiments indicated thase can
lead to suites with large percent reduction in test suite wsibile
maintaining high program coverage and fault detectioncéffe-
ness [20, 25]. Intuitivelybase test requirements appear naive be-
cause the data associated with each request and the segsense
request resources is ignored. Furthermore, by coverinpdise

drequirement we cannot estimate the resulting underlyinig cov-

erage obtained. For example, a single request can exeagiake
servlets and Java/JSP classes before a response is sett Haek
user.

During our various experimental studies with test suitaiced
tion for web applications [20, 21, 22, 25], we have encowgter
several indicators prompting us to investigate altereatést re-
quirements and the experimental investigation in this pa@eir
experimental results revealed compelling evidence miitigaal-
ternative requirements for reduction.

First, we usedase as the requirement for two different re-
duction techniquesConcept [20] andHGS [8]. In our studies,
we found that neither technique produced reduced suitéstha
ered as many statements or detected as many faults as thmabrig
suite [22, 25].

Our second observation is based on udiag e as a similar-
ity measure for clustering, and then reducing the originéksby
selecting single test cases from a subset of clusters. Foeduc-
tion heuristic to be most effective, the test cases cludtgether



should cover the same program code. We found test cases clus2.. Customized Test Requirements

tered by concept analysis and base requests as a similaiticm
did not cover the same program code in all cases [21]. A siityila
metric that includes sequencing or data in addition to baRedJ

For web applications, we expect test cases to be sequences of
requests, where a request is of the form: request type (GEITH,

may create clusters that have more common program code-Coverthe network data object or service being requested, andiatso

age, thus increasing the effectiveness of the reductioristieu

These two observations motivated us to develop more sophist

cated test requirements that achieve higher program agpeenad
fault detection effectiveness than existing test requineis. Our
intuition behind the more sophisticated requirements céora
additional detailed analysis of our experimental results.

We observed in our analysis of actual code covered by differ-

ent reduced suites that certain code is covered and ceestaits f
detected only by a particulasequence of requestsFor exam-
ple, consider the difference in responses from the systeenwh
a user attempts to access a password-protected page. Hehesu
logged in, the web application immediately returns the ested
resource. If the user is not logged in, the user is redirettedo-
gin page before accessing the password-protected pageltings
in a different sequence of requests. Unless the requestisegis
considered during reduction, redirection code executetthéyat-
ter sequence will not necessarily be executed byptwe reduced
suite.

We also found that thdata associated with a requesan af-
fect the program coverage and fault detection effectiveioéshe
reduced suite. Validating user input is important to evithea
the application’s robustness with respect to user inputianse-
curity [15]. In our analysis, we found our applications penfi
validations, such as ensuring email addresses contairythiecd
‘@’, checking for null values, trimming blank spaces, and &ec
ing for illegal characters. Unless the data associated thétre-
quest is considered during reduction, the correspondihidateon
code and faults located in validation code may not be coviyed
abase reduced suite.

By using more sophisticated request-based requiremériss, i
possible to gain program code coverage and fault detectjoive
alent to the original suite. The sequence in which requestaa
cessed and the data associated with requests needs to lakoes
as a requirement for reduction to create effective reducédss
In this paper, we examine the tradeoffs between five cladses o
quirements based on request context (sequences) and date-(n
value pairs) in terms of reduced suite size, program coegragd
fault detection. We provide guidance to testers by stati8li an-
alyzing the results across four subject applications amdréguc-
tion techniques and present the most suited requirementdbr
applications in general. We were surprised by the requingthat
emerged as the best overall requirement, when the desiadities
of reduced suites are considered together. Our resultsatadtihat
additional factors, such as the underlying code quality ayli-
cation domain characteristics, should be considered whester
is selecting an appropriate test requirement.

name-value pairs. In this paper, we examine five classes-of re
quirements customized for web applications and based arinise
put space in Table 1. In Table 1, we present the general form of
each customized test requirement, and the requiremerttssfex-
ample test case

(GET /bookstore/Login.jsp?name=xxx&password=yyy, GEbK3
store/ShoppingCart.jsp?itemo=1&book name

=ccc&price=60).

The reduction criterion for any of the requirements can atest
as: for every customized requirementhat occurs in the original
suiteT', there is at least one test case T in the reduced suite
that coversr. The requirements can be further extended to con-
sider sequences of requests of dizeith names and values of in-
put data, but the tradeoff between test suite effectiveardssize
of the reduced test suite is likely to make the use of the requi
ment infeasible in practice. For scalability purposes, wmesader
only size 2 sequences of URLseq2, and size 2 sequences of
URLs and nameseq2_nane, in our empirical evaluation.

A requirement mapping between each test case and the require
ments that it covers is used by the reduction techniquesemter
reduced test suites that satisfy the given requiremente&an cri-
terion selected, a mapping is created between the requitsraed
the test cases. Figure 1 (a) shows an initial set of test tabgs?2,
tc3, tc4 where each test case is a user session. A user session is a
sequence of user requests in the form of base requests ard nam
value pairs (e.g., form field data). Since we use user ses$ion
test the web application, we will refer to user sessionssisteses
in this paper. A user session begins when a new IP addressmake
a request to the server and ends when the user leaves thetejeb si
the session times out, or after a 45 minute interval between t
requests from the same IP address.

For thebaserequirement mapping in Figure 1(b) where each
requirement is a base request. Although the test dagesdtc2
cover different sequences of requests, when viewed as &lzzt®
requests in the requirement mapping in Figure 1 (b), thexapp
to cover the same requirements. To differentiate betweerteat
cases that appear similar in terms of base requests, aestwgrit
mapping with sequences of requests is created. On charfggng t
requirement tseq2, each test case is now viewed as a sequence
of requests of size 2. Figure 1 (c) shows the requirement mgpp
created for the test cases in Figure 1 (a), where each reogiitds
a size 2 sequence of requests executed by the test caseaJest ¢
tcl andtc2 which appeared similar in Figure 1 (b) are treated dif-
ferently in theseq2 requirement mapping, because though they
cover the same base requests, they cover different (size-2) s

In Section 2 we describe five classes of test I’equirements Cus guences of requestsl AlSO, the size of the requirement mgpp|

tomized to test suite reduction for web applications. Int®ec3,
we present our experiment to analyze the cost-effectigeokthe
requirements for four subject web applications and two cédn
techniques. Section 4 presents thorough analysis of seant
provides guidance to testers on the factors to consider slent-
ing a requirement for reducing test suites for their webiapfibn.
Related work is presented in Section 5. We conclude andneutli
future research directions in Section 6.

increases.

3.. Experimental Study

In our experimental study, we examine the use of each test re-
quirement for test suite reduction. We use two reductiom-tec
niquesHGS [8] andConcept [20]. We will evaluate the tradeoffs
between the requirements with respect to program coverige e



Requirement Form

Example Requirements

base base request {GET /bookstore/Login.jsp, GET /bookstore/ShoppingCart.jsp}

segk base request sequences of size k, where & > 1 for k=2, {(GET /bookstore/Login.jsp, GET
/bookstore/ShoppingCart.jsp) }

name base request and parameter names { GET /bookstore/Login.jsp?name&password, GET /book-

store/ShoppingCart.jsp?item_no?book_name?price }

nane.val ue base request and parameter names and values

{GET /bookstore/Login.jsp?name=xxx&password=yyy, GET /book-
store/ShoppingCart.jsp?item_no=1&book_name=ccc&price=60}

segk_nane size k > 1 sequences of base requests and parameter names

for k=2, {{GET /bookstore/Login.jsp?name&password, GET /book-
store/ShoppingCart.jsp?item_no&book_name&price) }

Table 1. Customized Test Requirements

{tct1=<A,D,B,C,D> tc2=<A/AB,D,B,C> t3=<AA D> tc4d=<B,C>}

(a) Initial User Sessions

Requirements Requirements

AlBlc|D AA | AB | AD | BC |BD | CD | DB
Test
Cases |ic1 (@ | @ @ @ Test tcl [ ] [ ] °
tc2 @0 @@ Cases| tc2|® | @ [ ] °
tc3 |® ) tc3| ® [
tc4 [ BN ) tcd [}

(b) Requirement Mapping (c) Requirement Mapping for

for base URLs base URL sequences (size 2)

Figure 1. Test Requirement Mapping

fectiveness, fault detection effectiveness, reductioe @nd space
costs, and the replay costs.

3.1. Expected Cost-benefit Tradeoffs

Before performing our experiments, our intuitions based on
previous experimental studies led to several predictionggard
to the use of the various test requirements for test suitecteh.
The more context or data the requirement contains, therlénge
requirement mapping. In this paper, we equate the complexit
of the requirement to the data/context maintained in theireg
ment, (i.e., the more data associated with a given requingrtiee
more complex the requirement). The complexity relatiopdie-
tween the requirements lmse < seq2 < seq2_nane, base
< nane < nane_val ue andnane < seq2_nanme. When ap-
plied to test suite reduction, requirements with larger piags
probably generate larger reduced suites. The reduceduitst s
size also depends on the selected requirembase, the most
coarse-grained of all our requirements, will produce thalkm
est reduced test suiteeq2, nanme, nane_val ue, seq2_namne
will create larger reduced suites because they capture owore
text or data dependencies. While the relationship betwken t
reduced test suite sizes 8€q2 andnamne cannot be predicted,
nanme_val ue is expected to produce a larger test suite thane,
andseqg?2_nane is expected to select a test suite larger tharre
andseq2. We expect a similar trend in program coverage effec-
tiveness, and space and time costs for the different regeines.
The tradeoffs in fault detection effectiveness are not éapyedict
because faults depend on the input data. However, we expect t
fault detection effectiveness to be similar to the progravecage
effectiveness. Since the requirement mappings are inphettest
suite reduction techniques, we also expect the size of thare
ments to affect time/space costs of the reduction techsiqlike
reduction techniques and the nature of the subject webappli
tion are likely to further impact the tradeoffs in the regmrents.
However, the focus of this paper is not to compare the diffees

Apps Classes| Methods | Statements | NCLOC | # Faults
Seeded
Masplas 9 42 441 999 29
Book 11 385 5250 7791 40
CPM 75 172 6966 8947 135
DSpace 355 1543 27136 61729 43

Table 2. Subject Program Characteristics

Application | #US | Totrequests | LargestUS Avg US
(# requests) | (# requests)
Masplas 169 1107 69 7
Book 125 3694 160 29
CPM_ALL 890 12352 585 14
CPM_Y04 261 3719 152 14
CPM_Y05 629 8633 585 14
CPM_A04 58 1326 152 23
CPM_F05 203 2393 97 12
CPM_MO05 105 1528 88 15
CPM_A05 168 2240 172 13
CPM_DO05 356 4865 585 14
DSpace 1342 16275 1334 12

Table 3. Original Test Suite Characteristics

in the reduction techniques, but to compare the differedoesto
the test requirements.

3.2. Independent Variables

To evaluate our research questions, ittdependent variables
in our study are the subject applications, original testesilire-
quirements, and test case selection technique.

3.2.1 Subject Applications and Original Test Suites

We used four subject programs with different charactessi
conference website (Masplas), an open-source, e-comiineote
store (Book) [7], a course project manager (CPM), and a cus-
tomized digital library (DSpace) [5]. The characteristafsthe
subject programs are shown in Table 2 and original test shie
acteristics are in Table 3. In Table 3, the second and thichoo
represent the test suite size in terms of number of test casds
the total number of URLs accessed by the test cases, resgecti
The last two columns represent the largest and averageasst c
size in terms of URLs in each test suite.

Masplas. Masplas is a web application developed by one of the
authors for a regional workshop. Users can register for thdkw
shop, upload abstracts and papers and view the schedutegpko
ings, and other related information. Masplas is writtemgslava,
JSP, and MySQL. We collected 169 test cases.

Book. Book allows users to register, login, browse for books,
search for books by keyword, rate books, add books to a shgppi



test cases, i.e., the minimum cardinality hitting set [8heTrite-
rion used byHGS is to cover all the requirements covered by the
original suite. Due to non-determinismGS's heuristic to break
ties, we create 100 reduced suites from the original suith i
particular requirement and then select the suite that sccwst
frequently.

In previous work [20], we presented a test case selectidn tec
nigue, Concept based on clustering user sessions by concept

Number of Requirements
Normalized to Single URLs

Malsé%as Bloz%k %SOM ngjge analysis. We developed a heuristic based on the concepelit
Reduced Suites selecting a subset of user sessions to be maintained asrtieatcu
51 o s2 — nv == test suite [20]. Our heuristic for test case selection stekintify
nC—3a  s2-n . the smallest set of test cases that satisfies a certain eeggiit, as
determined by the original test suite, while representiregget of
Figure 2. Number of Test Requirements Nor- requirements covered by the original test suite’s testase

malized to the Number of base
3.3. Dependent Variables

cart, modify personal information, and logout. Since oueiiest The dependent variables our study are test suite size, pro-
was in testing consumer functionality, we did not include #u- gram coverage, fault detection effectiveness, replayscast time
ministration code in our experiments. Book uses JSP foratst{ and space costs of test selection.

end and a MySQL database back-end. To collect 125 test cases,
we sent email to local newsgroups and posted advertisenrents 3.4. Methodology
the University’s classifieds web page asking for voluntesarsi.

CPM. In CPM, course instructors login and cregtaderaccounts  qeqting Framework. Field data is captured at the server and con-
for teaching assistants. Instructors and teaching astsstaeate verted into test cases. We then reduce the original test gaing

group accounts for students, assign grades, and create scheduleg; java implementation ®{GS. For Concept , we use the con-
for demonstration time slots. Users interact with an HTMplap i

o cept analysis tool Concepts [12] to cluster test cases, aptei
cation interface generated by Java servlets and JSPs. CPM ma \nenteqd our heuristic for test suite reduction in Java. Thec@ses
ages its state in a file-based datastore. We collected 806atsss

. ) i | are replayed by a customized version of HttpClient [9]. Code
(CPMLALL in Table 3) from instructors, teaching assistants, and strumentation and coverage are measured with the publieliya
students using C.:PM.during the 2004-05 and 2005-06 academiCypa 190l Clover [4]. The test requirements, suctbase and
years at the University of Delaware. To observe the effect of 5np are used only for reduction. On replay, an entire user ses-
different test suite sizes in our experiments we createdsi- sion (sequence of base URLs and name-value pairs) is cedvert
tional test suites by partitioning test cases by year (CFM and into a test case and replayed. The experimental framewaté-is
CPM_Y05) and semester (CPM04 through CPMDO05). scribed in detail in [19, 24].

DSpace. Our research group developed a customized web ap- o1t Seeding. For fault detection experiments, graduate and un-
plication for maintaining a digital publications libranased on qerqraduate students familiar with JSP/Java serviets/HTidn-
DSpace, an open-source digital repository system [S]. The a 5y seeded faults in Book, CPM, Masplas and DSpace. In gen-
plication automatically generates sorted publicationgeparom — gr5| five types of faults were seeded in the applicationsta-da
a database that research group members maintain through a wegqre (faults that exercise application code interactitl the data
application interface. A user can create dynamic views dfipu store), logic (application code logic errors in the data eowtrol

cations by searching with _different criteria. DSpace istteni in flow), form (modifications to name-value pairs and form ausjp
both Java and JSP that deliver HTML content to the user arglause appearance (faults which change the way in which the usessvie

PostGreSQL database and a filestore as the backend. Wetedllec o page), and link (faults that change the hyperlinks lonjt

1342 test_cases after publicizing our digital library in Asg2005 We also seeded naturally occurring faults that were digeavby
(DSpace in Table 3). users during application deployment.
322 T . We seeded faults in CPM in two phases. Initially, we seeded
e est Requirements 85 faults arbitrarily into the application. We then addedf&flts
For each application, Figure 2 shows the number of test re- to petter differentiate the fault detection effectiveneshe test
quirements normalized over the number of unique base rexjues suyjtes from the customized requirements. We compared the-co

The graph indicates the relative size of the requiremenfings. age of the reduced suites, characterized the differencdseeded
As expected, with an increase in the complexity of the reguir  faults in code that may be exercised specifically by a redeaitd
ment, the size of the mapping increases. from a given requirement. The additional faults are broatiigr-
. . . acterized as being exposed by URL sequences (sequencedeepe

3.2.3 Test Suite Reduction Techniques conditions on names (name-dependent) and conditions orewal

We used two reduction techniques in our experimet®s§ and (value-dependent). If appropriate, we reclassified th&éainB5
Concept . Both reduction techniques initially associate test cases faults into one of these three categories.
with the requirements met by the test cases. Replay Mechanism and Oracle ComparatorsWe use thevi t h_st at e

Harrold et al. HGS) use a heuristic to select a reduced suite replay mechanism, where application state is restoredrddéfe
that approximates the smallest requirement-represeatatt of replay of every session in the reduced suite. For Book, we use



the diff oracle, which executes the UNIX utili§iff on the output
HTML pages. For applications CPM, Masplas and DSpace, which
have real-time content, we use tteuctoracle. Thestructoracle
compares the structure of the output HTML pages. Furtheiildet
on the oracle comparators and replay mechanisms can beifound
our previous work [24].

3.5. Threats to Validity

The small number of subject web applications may not show
large differences in program code coverage and fault detect
when comparing different requirements. Though the faukisew
seeded to model naturally occurring faults, some of theganhy
be harder to detect. Beyond the analysis by Andrews et al. [3]
on mutation versus hand-seeded faults, in our experimevés,
found that there were additional challenges when seediritsfia
object-oriented programs. The faults were not evenly ibisted
in all classes because faults are seeded arbitrarily. Videcalsnot
generalize our results because of the small number of welb app
cations and test cases used in this experimental study.

4.. Results and Analysis

In this section, we present our results and analysis comgari
the different test requirements when applied to the proldétast
suite reduction. We abbreviate the requirenss e assl, seq2
ass2 nane asn, nane_val ue asn-v andseg2_nane ass2-

n. In all our figures, unless otherwise specified, the x-axgeae
sents the reduced suites of the different subject appiicstiDue
to space constraints, we do not present the graphs of redesed
suite size, program coverage, or fault detectionGoncept re-
duced suites because all the trends are similar to thols&®f

4.1. Reduced Test Suite Size

In Figure 3, the y-axis represents the percent reductioasn t
suite size by applyiniGS. Figure 3 shows thdiase selects the
smallest reduced suite for all the applications and tes¢SuiAs
expected, with an increase in the complexity of the requémmn
the reduced test suite size also increases. The test atefsllow
the trendss1< s2< s2-n, s1< n< n-vandn< s2-n

4.2. Program Coverage Effectiveness

Figure 4 showdHGS reduced suites’ program coverage effec-
tiveness. The y-axis shows the loss in statement coverdgebe
the original suite’s coverage and the number of actual rsizites
covered by both the original and the reduced suite. We ptesen
statement coverage loss rather than method or conditiavelrc
age loss because statement coverage is the finest coveeage gr
ularity we measured and best illustrates differences tewe-
quirements. The number above each cluster of reduced ssites
the percent program code covered by the correspondingnatigi
suite. For both program coverage and fault detection éffetss
(Figures 4 and 5), if a reduced suite does not appear in theefigu
the program coverage/fault detection of the suite is 100%hef
original suite (i.e., no loss).

From Figure 4,base loses the most program code, as ex-
pected. For the more complex requirements, suctaag_val ue

Faults Reported

full

nv
Reduced Suites
sequence-dependent C——

value-dependent zzzzza
name-dependent mm—

appearance —=
form ESSSSS
datastore m—

logic s

Figure 6. HGS: CPM Fault Detection Charac-
terization

andseg2_nane, the reduced suites cover all the code covered by
the original suite, except for DSpace.

We note that across the requirements, Masplas has the ieast d
ference in statement loss. Becals®se covers almost as many
statements as the original suite, there is little benefitsiogithe
other requirements. Masplas contains some infrequentigsaed
URLs. We found that sessions that access these URLs also cov-
ered error code—therefotgase could cover almost all the ap-
plication code just by covering all the URLS. As expectedthas
number of test cases in the reduced suite increases, theenaib
statements lost decreases. The difference between rewrite is
more prominent for CPM’s larger original test suites.

In CPM, we observed differences in code covered by the re-
duced suites. Consider @rthen-elsestatement that operates on
parameter names from the request. Tenbranch is the default
condition, when the parameter names are correct.€[$abranch
performs error checking, when the names are incorrect. I CP
we observed that the reduced suite from Hase requirement
sometimes failed to cover thesebranch of the statement. How-
ever, both thehenbranch and thelsebranch were executed by
the reduced suite from theane requirement. Sincbase con-
siders only the base requests and not the names when rediicing
is likely to miss the session with the incorrect parameten@a

For DSpace, we observe thadse loses the most statements
when compared to the original suite. Contrary to the usealdr
we note that thenane suite loses fewer statements thaaq2.

We attribute this behavior to certain application chanasties. In
DSpace, users can search for publications with differeatce
options. The search options result in sending differenampater
names to the server code for processing. As a rasalte covers
code that handles the different parameter nasieg2 loses more
code thaman®e because of the length of typical security-enabled
sequences in DSpace. Most sequences that result in cowtfing
ferent code are longer than size 2. Thus, ®eq2 requirement is
too coarse-grained to capture suites that cover error celieh

is typically covered as a result of long sequences of requést
the complexity of the requirement increases, the statetosstle-
creases. Because we have some problems maintaining stht of
application during reduced suite replay for DSpace, theced
suites cover different code from the original suite, suctemesr
code. We plan to address the incorrect state problem for rtlaé fi
paper.

4 3. Fault Detection Effectiveness

In Figure 5, we present the results of our fault detectiodystu
The y-axis presents the number of faults detected by the-orig



Percent of Original Test Cases

Masplas Book CPM CPMO04 CPMO05 CPMAO4  CPMFO5 CPMM05 CPMAO5  CPMDO5 DSpace
169 125 890 261 629 58 203 108 168 356 1342
Reduced Suites
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Figure 3. HGS: Reduction in Test Suite Size
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Figure 4. HGS: Statement Coverage Loss

nal suite that are lost by the reduced suite. The number disfau a name-dependent fault caught bgme. We believe thahame

detected by the original suite is represented above eadlteclu andnane_val ue catch most of the sequence-dependent faults

of reduced suites. From Figure 5, the trends in fault daiacti because different names or values can cause the user tcsacces

loss do not always mirror the coverage loss (suites CPM, GRMO pages in different orders, thus exposing the sequencesfault

DSpace); for example, in suite CPM from Figurengne loses

more coverage thageq?2, but from Figure 5nane loses less 4.4. Time and Space Costs

fault detection thaiseq2. This could be a side-effect of our fault

seeding approach. Even though a large area of additionelwas The time and space to select test cases increases with the com

covered, there may be no faults seeded in these areas. plexity of the requirements. F®GS the average time to generate
The faults lost by the reduced suites decreases as the comple reduced suites was 2 seconds. In most cases the time and space

ity of the requirement increases. Eventually, the most dexp  requirements follow the relations1 < s2 < s2-n, s1< n < n-v

requirement has no loss in fault detection when comparetleo t  andn < s2-n

original suite. As expected, Masplas did not show any dffiee We measured the speedup in replay time for the reduced suites

in fault detection with the suites from the different reguirent as compared to the original suite. Due to space restrigtisesio

because the difference in statements covered was minimadxA not show speedup time here. Trends similar to test suitensize

ample of a CPM fault found byeq2 and not bybase is only ex- observed for replay speedup. The speedup ranged from 12.5 fo

hibited when a user attempts to access a password-protgaged ~ CPM with base requirement to 1 for theeq2_nane require-
without first logging in. Unless one of the test cases setetie ment.

satisfy thebase requirement contains the sequence of requests
from a password-protected page to the login pagsse willnot 4 5_Statistical Analysis Across Subject Applications
detect the fault.

Unlike coverage, requirements that generate larger sdites
not necessarily uncover more faults. For suite CPM in Fidure

seq2 missed more faults thamame, even thougtseq2 includes cent reductionfeduz), percent coverageg), and percent fault
more test cases. To help explain the differences in faukddet  getection fd), where the percent refers to percentage of the orig-
tion, we analyzed the types of seeded faults uncovered by thejng| guite.” Intuitively, reduction by the ideal requirerhevould

suites generated by each requirement. In Figure 6 we show the, e reduced suites maximizing the percent coveragéaatid
types of faults detected by suites reduced from CPM and CPMO04 ataction of the original suite, as well as maximizing thecpat

Between the reduced suites there is little difference betwte oy ction (minimizing the percent size) of the originaltsuiln
logic, datastore, form, and appearance faults detebisie does 4 gata analysis, we noticed a positive correlation betviee re-

not detect as many faults that depend on request execution seqirement and the percent coverage and fault detectionetgisv
quences, names, values, and logic faults, since their titeiete- a negative correlation between the requirement and thepere-
pends on data entered by the user. In CPMBIQ2 detects as  qyction: with correlation coefficients6640, .6208, and—.7859,

many sequence-dependent faults as the original suite agesi

In this study, our goal is to analyze the cost-effectiverafss
the reduced suites created by each requirement in termsrof pe

A correlation coefficienmeasures the strength of the linear rela-



Figure 7. Comparison of figures of merit (cost-effectivenes
(+ represents the mean, outliers are represented by
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s) of each requirement across applications

Grouping | Mean fom Requirement

A 77.343 nane (n)
B A 72.664 base (sl
B C 61.923 seqgk (s2

C 54.491 segk_nane (s2-n

D 42.035 nane_val ue (n-v)
df=60 MSE=164.7731 Critical Value of T=2.91455
Minimum Significant Difference=11.831=.05)

Table 4. Bonferroni means separation tests.
The mean is the mean figure of merjtofn = redux *

cvg * fd) for each requirement across reduction technique
and subject application (higher is better than lower). Re-
quirements of the same group are not significantly different

respectively. Based on these correlations, we define a figfure
merit fom = redux * cvg * fd to understand the interactions
between the three variablesdux, cvg, and fd.

To analyze which requirement is most cost-effective in germ
of this figure of merit, we applied the Bonferroni multiplenco

tionship between two variables and ranges from -1 to 1.

parison method to contrast the megmn for each requiremerit.
Table 4 shows the results of this analysis. Groups highdrana-

ble (with a higher mearfom) are more cost-effective than lower
groups. Requirements within the same group are not signtfica
different. For example, it is clear from Table 4 that therre and
base requirements are more effective (have higlfern) than
nane_val ue. However, we cannot make any claims about the
fom difference betweebhase andseq2 because they are in the
same group, B.

To better understand how the requirements relate, we glotte
the fom of each requirement independent of subject application
and reduction technique in Figure 7¢a)The center horizontal
line within each box denotes the mediap represents the mean,

2\\e first used an analysis of variance F-test to verify thaffthe
for the requirements was significantly different beforef@ening
the contrasts. We chose the Bonferroni test to limit the espn-
twise error rate, although Tukey's less conservative Sttizied
range test yielded the same groupings.

3A boxplot is a standard statistical plot used in explorataya
analysis to display the symmetry, variability, and centexi-
dency of a distribution [16]. The box represents 50% of thia da
and spans the width of the inner quartile range (IQR), witthea
whisker extending .5xIQR beyond the top and bottom of the box.



and outliers are represented by Based on the means and me-
dians in Figure 7(a), we see the trends of Table 4—bede
and nane are more cost-effective thaseq2, seq2_nane, or
nane_val ue. Looking more closely at the requirementase
andnare, we note that requiremeniane has a slight advantage
overbase in terms of variability—namelypane is more consis-
tent in producing cost-effective reduced suites in terneeoadent
reduction, coverage, and fault detection thease. Although
we cannot verify this claim with statistical significancee¢ause
base andnane are within the same group in Table 4), Figure 7(a)
gives a strong indication thatane is the most cost-effective tech-
nigue across type of application or reduction techniqueleyepl.

To verify our conclusion thatane is more cost-effective than
base independent of reduction technique, we plotted flaen
for Concept andHGS in Figures 7(b) and 7(c), respectively. For

and form testers [23], structural testing tools [2, 13, 18, 18]
and user-session-based testing techniques [6, 10, 17&r @tth-
nigues such as [10] emulate portions of browser behaviotestd
correctness of returned pages. When used in conjunctidndiit
nit [11], HttpUnit allows writing test cases for web applicms.
Web-King [17], a capture-replay tool for testing web apalions,
allows testers to record interactions with the applicaéind replay
the recorded tester input as test cases.

Offutt et al. [15] present an approach to generate test cases
with the goal of uncovering faults and security vulneraia$ in
server software, due to the users’ ability to bypass clégaé-in-
put validation. They model web applications and presenrt-tec
nigues to generate bypass test cases for value level, parame
level, and control flow level bypass testing. Some of our iregu
ments, such asane_val ue andseq2, are similar to value and

HGS, nane has a clear advantage over every other requirement— control flow bypass testing, respectively. Bypass testngom-

the inner quartile range, mean, and median are clearly hihaea
the other requirements. However, fooncept , itis inconclusive
which techniquel{fase or nane) is superior—thanamne distribu-
tion is skewed lower than that bfase.

4.6. Observations

plementary to user-session-based testing. Our useiesedsased
testing approach uses field data to generate test casegphet r
sent common application usage in the testing of later viessid
the server software, whereas bypass testing is geared avaxeds
users who bypass the client-side input validation, and tixso-
bustness and security holes in the server applications fess
normal use. Our test cases are synonymous with typical usfage

Because we have insufficient data to compare requiremenussac (e application, whereas, bypass testing generates ouasidest

applications, we cannot quantitatively evaluate the effpplica-
tion characteristics have on the cost-effectiveness df eaquire-
ment. However, we can offer some qualitative insights i@ t
interaction of these application characteristics andekerequire-
ments from our exploratory data analysis.

We have found that requirements that capture context amag dat
such asnane, nane_val ue andseq2_nane, increase reduced
suite effectiveness for applications that exhibit sigaificcontrol
dependence on names and values. For example, if the cootrol fl
in the underlying application code i®t dependent on the pres-
ence of particular names or values, then the tester cabase
to obtain reasonably good program coverage and fault detect
However, if the form field names and values affect the applica
tion control flow, such as causing the application to exeeuter

cases.

6.. Conclusions and Future Work

In this paper, we defined a set of customized requirements for
testing web applications and evaluated their applicgbitit the
problem of test case selection. Our results indicate thatire-
ments that have more data or context associated with theer cov
more statements and detect more faults. The faults detbgted
the different reduced suites changes with the requiremssd to
select the test suite. We found tHaase and nane select re-
duced suites that are consistently small in size and effectA
tester might want to choosgane because it is more consistent

checking code depending on parameter names and values, a rdl@nbase. seq2_name might be a good alternative, if test suite

quirement such asane or nane_val ue will be necessary to
achieve high levels of program coverage and fault deteafon
fectiveness. An example can be seen in our DSpace appficatio
where the same base request displays different informatsed
on the search parameters specified in name-value pairs.
Context dependent requiremens®(2, seq2_nane), on the
other hand, increase reduced suite effectiveness forcapiglns
that have specific user patterns intended by the developér. A
though the application might not behave as anticipated, la we
application user can access any valid URL of an application a
any time. Some applications have predefined URL sequenags th
users follow if they follow links displayed by the applicati. For
example, to view the details of a publication in DSpace, a use
must first visit the search results page. Reducing withsthg2
or seg2_nane requirements will include any unanticipated se-
quences of user requests and, therefore, potentially coeee
code and find more faults.

5.. Related Work

Multiple strategies exist to test web applications, suclirds

size is not a concern to the tester, but maximizing program co
erage and fault detection are more important. A tester cam al
choose the applicable requirement based on the applicas@age
and code properties. The tradeoff however is the test sageasd
the time and space requirements to generate and replayshe te
suite. In the future we plan to apply our requirements to oeb
applications and investigate additional uses. We also toldar-
ther evaluate the applicability of our requirements toaiartypes

of web applications by classifying applications based a@irths-
age.
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