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Abstract

The continuous use of the web for daily operations by busegsonsumers, and the government has created a
great demand for reliable web applications. One promispgy@ach to testing the functionality of web applications
leverages user-session data collected by web serverssession-based testing automatically generates tess case
based on real user profiles. The key contribution of this papthe application of concept analysis for clustering
user sessions and a set of heuristics for test case seleEtsting incremental concept analysis algorithms are
exploited to avoid collecting and maintaining large usession data sets and thus to provide scalability. We have
completely automated the process from user session dohesmd test suite reduction through test case replay. Our
incremental test suite update algorithm coupled with ogeexental study indicate that concept analysis provides
a promising means for incrementally updating reduced @gtsin response to newly captured user sessions with

little loss in fault detection capability and program ceage.
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I. INTRODUCTION

As the quantity and breadth of web-based software systemtince to grow at a rapid pace, the issue
of assuring the quality and reliability of this software daimis becoming critical. Low reliability can
result in serious, detrimental effects for businessesswmers and the government, as they increasingly
depend on the Internet for routine daily operations. A majgsediment to producing reliable software is
the labor and resource-intensive nature of software gpséirshort time to market dictates little motivation
for time-consuming testing strategies. For web applicati@additional challenges, such as complex control
and value flow paths, unexpected transitions introducedsky imteractions with the browser, and frequent
updates complicate testing beyond the analysis and testimgjderations associated with more traditional
domains.

Many of the current testing tools address web usabilityfgperance, and portability issues [1]. For
example, link testers navigate a web site and verify thahwgllerlinks refer to valid documents. Form
testers create scripts that initialize a form, press eatfofuand type pre-set scripts into text fields, ending
with pressing the submit button. Compatibility testersueasthat a web application functions properly
within different browsers.

Functional and structural testing tools have also beenloeed for web applications. Tools such as
Cactus [2], which utilizes Junit [3], provide test framew®for unit testing the functionality of Java-based
web programs. HttpUnit [4] is a web testing tool that emdadebrowser and determines the correctness
of returned documents using an oracle comparator. In awditveb-based analysis and testing tools have
been developed that model the underlying structure and re@saof web programs [5]—-[8] towards a
white-box approach to testing. These white-box technigurexble the extension of path-based testing to
web applications. However, the white-box techniques oftgquire manually identifying input data that
will exercise the paths to be tested, especially paths tleanat covered by test cases generated from
functional specifications.

One approach to testing the functionality of web applicatithat addresses the problems of the path-



based approaches is to utilize capture and replay mechsrsmecord user-induced events, gather and
convert them into scripts, and replay them for testing [2Q)]{ Tools such as WebKing [11] and Rational
Robot [10] provide automated testing of web applicationgblecting data from users through minimal
configuration changes to the web server. The recorded eeeat/pically URLs and name-value pairs
(e.g., form field data) sent as requests to the web server.abhigy to record these requests is often
built into the web server, so little effort is needed to recdhe desired events. Testing provided by
WebKing [11] may not be comprehensive because WebKing reguisers to record critical paths and
tests for only these paths in the program. In a controlleceexgent, Elbaum, Karre, and Rothermel [9]
showed that user-session data can be used to generate itesttbat are as effective overall as suites
generated by two implementations of Ricca and Tonella’sevhox techniques [7]. These results motivated
user-session-based testing as an approach to test theohality of web applications while relieving the
tester from generating the input data manually, and alsord@igle a way to enhance an original test
suite with test data that represents usage as the opelapi@ide of an application evolves. Elbaum et
al. also observed that the fault detection capability apgp&a increase with larger numbers of captured
user sessions; unfortunately, the test preparation anclig@a time quickly becomes impractical. While
existing test reduction techniques [12] can be applied duece the number of maintained test cases, the
overhead of selection and analysis of the large user-sessita sets is non-scalable.

This paper presents an approach for achieving scalablesassion-based testing of web applications.
The key insight is formulating an approach to the test casectsen problem for user-session-based
testing based on clustering by concept analysis. We viewcdilection of logged user sessions as a set
of use cases where a use case is a behaviorally related seqofeevents performed by the user through
a dialogue with the system [13]. Existing incremental cgcanalysis techniques can be exploited to
analyze the user sessions on the fly, as sessions are captwtembnverted into test cases, and thus we
can continually reflect the set of use cases representinglaexecuted user behavior by a minimal test

suite. Through the use of a number of existing tools and theldpment of some simple scripts, we



automated the entire process from gathering user sessiongyh the identification of a reduced test suite
and replay of the reduced test suite for coverage analysisaant detection [14], [15]. In our experiments,
the resulting program coverage provided by the reducedstes is almost identical to the original suite
of user sessions, with some loss in fault detection. In tligep, we extend our previous work in [16]
by proposing and evaluating two new heuristics for testestgétduction and reporting significantly more
experimental evaluation results with two new subject wepliagtions and newly collected user session
data. The main contributions of this paper are
1) Formulation of the test suite reduction problem for usession-based testing of web applications
in terms of concept analysis
2) Harnessing incremental concept analysis for test setl@ation to manage large numbers of user
sessions in the presence of an evolving operational prdfitaeoapplication
3) Three heuristics for test suite reduction based on cdrexeglysis
4) Experimental evaluation of the effectiveness of the cedusuites with three subject web applications
In Section Il, we provide the background on web applicatiarser-session-based testing, and concept
analysis. We apply concept analysis to user-session-tiastag in Section Il and formulate the test suite
reduction problem using concept analysis. In Section IVpvesent three heuristics for test suite reduction.
In Section V, we present an approach to scalable test sudatepvith incremental concept analysis and
in Section VI we present the space and time costs for increaheancept analysis. Section VII describes
our experimental evaluation study with three subject @agpilbns. We conclude and present future work

in Section VIII.

Il. BACKGROUND AND STATE OF THE ART
A. Web Applications

Broadly defined, a web-based software system consists dfcd seb pages and components that form

a system that executes using web server(s), network, HTABPpeowser in which user input (navigation



and data input) affects the state of the system. A web pageeaither static—in which case the content
is the same for all users—or dynamic, such that its content degpend on user input.

Web applications may include an integration of numeroubrtetgies; third-party reusable modules; a
well-defined, layered architecture; dynamically genaetgiages with dynamic content; and extensions to
an application framework. Large web-based software systan require thousands to millions of lines of
code, contain many interactions between objects, andvawggnificant interaction with users. In addition,
changing user profiles and frequent small maintenance elsacgmplicate automated testing [17].

In this paper, we target web applications written in Javangiservlets and JSPs. The applications
consist of a back-end data store, a web server, and a clienssbr. Since our user-session-based testing
techniques are language independent and since they respliyeuser sessions for testing, our testing

techniques can be easily extended to other web technologies

B. Testing Web Applications

1) Program-based Testingn addition to tools that test the appearance and validitg @feb applica-
tion [1], tools that analyze and model the underlying stiteetand semantics of web programs exist.

With the goal of providing automated data flow testing, Livakt[5] and Kung et al. [18] developed
the object-oriented web test model (WATM) which consistsmflitiple models, each targeted at capturing
a different tier of the web application. They suggest thaadiw analysis can be performed at multiple
levels. Though the models capture interactions betwedaréift components of a web application, it is
not clear if the models have been implemented and experaihervaluated. With multiple models to
represent control flow, we believe that the models easilybegome impractical in size and complexity for
a medium-sized dynamic web application as the data flow arsafyrogresses from the lower (function)
level to higher (application) levels. The model also is fed on HTML and XML documents and does
not mention many other features inherent in web application

Ricca and Tonella [7] developed a high-level UML-based @spntation of a web application and

described how to perform page, hyperlink, def-use, alsusad all-paths testing based on the data



dependences computed using the model. Their ReWeb too$ laad analyzes the pages of the web

application and builds the UML model, and the TestWeb toolegates and executes test cases. However,
the user needs to intervene to generate input. To our kngeldtie cost effectiveness of the proposed

models has not been thoroughly evaluated.

Di Lucca et al. [6] developed a web application model and &tals for the evaluation and automation
of testing web applications. They presented an objectitetktest model of a web application and proposed
definitions of unit and integration levels of testing. Thegveloped functional testing techniques based
on decision tables, which help in generating effective tastes. However, their approach to generating
test input is not automated.

Andrews et al. [8] proposed an approach to modeling web egodins with finite state machines and use
coverage criteria based on Finite State Machine (FSM) tgtiences. They represent test requirements
as subsequences of states in the FSMs, generate test casaslbiying the test sequences and propose
a technique to reduce the set of inputs. However, their mddet not handle dynamic aspects of web
applications, such as transitions introduced by the useuth the browser, and connections to remote
components. It is also not clear if the model or testing stpathave been evaluated.

In summary, to enable practical modeling and analysis of b agplication’s structure, the analysis
typically ignores browser interactions, does not consiyeramic user location and behaviors, and models
only parts of the application. User-session-based testtdyesses the challenges inherent in modeling
and testing web applications.

2) User-session-based Testintn user-session-based testing, eacer sessiotis a collection of user
requests in the form of URL and name-value pairs. A user gedmgins when a new IP address makes a
request from the server and ends when the user leaves theteely the session times out. User sessions
are thus uniquely identified by the user’s IP address andestgquhat arrive from the same IP but after an
interval of 45 minutes are considered as a new session. fieftran a user session into a test case, each

logged request is changed into an HTTP request that can beécsanveb server. A test case consists of



a set of HTTP requests that are associated with each useéorseB#ferent strategies can be applied to
construct test cases for the collected user sessions [9]H[19].

Elbaum et al. [20] provided promising results that demaistthe fault-detection capabilities and cost-
effectiveness of user-session-based testing. Theirsgssion-based techniques discovered certain types
of faults; however, faults associated with rarely enterathdvere not detected. In addition, they observed
that the effectiveness of user-session-based testingirapras the number of collected sessions increases;
however, the cost of collecting, analyzing, and replayiest tases also increases.

User-session-based testing techniques are complemeattegting performed during the development
phase of the application [5]-[7], [21]-[24]. In additiorsar-session-based testing is particularly useful in

the absence of program specifications and requirements.

C. Test Suite Reduction

A large number of user sessions can be logged for a frequasdg web application, and it may not
be practical to use all the user sessions when testing tHeatopn. In addition, an evolving program can
cause some test cases to become obsolete and also may eaggritenting an existing test suite with new
test cases that test the program’s new functionality. Thiitiadal test cases can lead to redundant test
cases, which waste valuable testing resources. The goatso$uite reduction for a given test requirement
(e.g., statement or all-uses coverage) is to produce a wést that is smaller than the original suite’s
size yet still satisfies the original suite’s test requiratnédvantages to test-suite reduction techniques
include reducing the cost of executing, validating, and aggmg test suites as the application evolves.

Several test suite reduction techniques have been prog@&¢d[25]-[29]. For instance, Harrold et
al. [12] developed a test suite reduction technique thatl@yspa heuristic based on the minimum
cardinality hitting set to select a representative set sif tases that satisfies a set of testing requirements.
Such techniques assume that the test suite to be reducethfgeate and associations between test cases

and test requirements are known before reduction hewistie applied. Harder et al. [30] proposed



wheels| over80mph| passengerswear| engine
airplane true true true false| true
boat false true true false| true
rollerskates| true false false true | false
unicycle true false false false| false

(@) Relation table (i.e., coniext)

({airplane, boat, rollerskates, unicycle),@)

({unicycle, rollerskates, airplane}, {wheels}) >/ ({boat, airplane}, {over80mph, passengers, engine}) wheels engine, passengers, over80mph
unicycle boat
({rollerskates}, {wheels, wear}) ({airplane}, {wheels, over80mph, passengers, engine}) wear
rollerskates airplane

(@ {wheels, over80mph, passengers, wear, engine})

(b) Full and sparse concept lattice representations

Fig. 1. Example of concept analysis for modes of transporat

a technique to generate, augment, and minimize test suitgstheir technique involves dynamically

generating operational abstractions, which can be costly.

D. Concept Analysis

Our work focuses on applying a concept analysis-based apprand its variations to reducing test
suites for user-session-based testing of web applicati@oacept analysis is a mathematical technique
for clustering objects that have common discrete attrib(®4]. Concept analysis takes as input a@Get
of objects, a setd of attributes, and a binary relatioR C O x A, called acontext which relates the
objects to their attributes. The relatidthis implemented as a boolean-valued table in which therdsexis
a row for each object i) and a column for each attribute iy; the entry oftable[o, a] is true if object
o has attributes, otherwise false. For example, consider the context degict Figure 1(a). The object
setO is {airplane, boat, rollerskates, unicydlethe attribute setd is {wheel(s), over80mph, passengers,
wear, engine}.

Concept analysis identifies all of the concepts for a giv@het(O, A, R), where aconcepts a tuplet =

(0i,A;), inwhichO; C O andA; C A. The tuplet is defined such that all and only objectstmshare alll
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and only attributes iml; and all and only attributes id; share all and only the objects @». The concepts
form a partial order defined 8, A;) < (O,, As), iff O; C O,. Similarly, the partial order can be viewed
as a superset relation on the attributes(@s, A;) < (O,, As), iff A; O As. The set of all concepts of a
context and the partial ordering form a complete latticedaheconcept latticewhich is represented by
a directed acyclic graph with a node for each concept andsedgeoting the< partial ordering. The top
elementT of the concept lattice is the most general concept with thhefall of the attributes that are
shared by all objects i. The bottom element is the most special concept with the set of all of the ob-
jects that have all of the attributes.ih In the example] is ({airplane, boat, rollerskates, unicycle}, @),
while L is (@, {wheels, over80mph, passengers, wear, engine}).

The full concept lattice is depicted on the left side of Fegydu(b). A sparse representation (shown on
the right side) can be used to depict the concept latticendnsparse representation, a particular node
is labeled only with each attribute € A and each object € O that is introduced by node. Attribute
sets are shown just above each node, while object sets awenghest below each node. For example,
consider the node labeled above fyheels} and below by{unicycle}. This node represents the concept
({unicycle, rollerskates, airplane}, {wheels}).

Snelting first introduced the idea of concept analysis f@& inssoftware engineering tasks, specifically
for configuration analysis [32]. Concept analysis has atsnbapplied to evaluating class hierarchies [33],
debugging temporal specifications [34], redocumentatdfj, [and recovering components [36]-[39]. Ball
introduced the use of concept analysis of test coveragetdatempute dynamic analogs to static control
flow relationships [40]. The binary relation consisted dftse(objects) and program entities (attributes)
that a test may cover. A key benefit is an intermediate coeecateria between statement and path-based
coverage. Since our initial work [16], Tallam et al. [41] leapresented a greedy approach to test suite
minimization inspired by concept analysis.

Concept analysis is one form of clustering. Researchers haplied clustering to various software

engineering problems. To improve the accuracy of softwat@albility estimation [42], cluster analysis
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GDef GReg GLog

PLog
GShop
GBooks
GMylnfo
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OO B W NP

(a) Original Suite of User Sessions (b) Concept Lattice

Fig. 2. (a) Relation table and (b) Concept lattice for testesteduction

has also been utilized to partition a set of program exeostiato clusters based on the similarity of
their profiles. Dickinson et al. [43] have utilized diffeteriuster analysis techniques along with a failure
pursuit sampling technique to select profiles to revealifad. They have experimentally shown that such

techniques are effective [43]. Clustering has also beed tseeverse engineer systems [44]-[46].

[1l. APPLYING CONCEPTANALYSIS TO TESTING

To apply concept analysis to user-session based testingiseveobjects to represent the information
uniquely identifying user sessions (i.e., test cases) #mithiztes to represent URLs. While a user session
is considered to be a set of URLs and associated name-vaitsefpaaccurate replay, we define a user
session during concept analysis to be the the set of URLsested by the user, without the name-value
pairs and without any ordering on the URLs. This considgrabtluces the number of attributes to be
analyzed. We present evidence of the effectiveness of aigpemgle URLs as attributes in [47]. A pair
(user sessiors, URL u) is in the binary relation iffs requestsu. Thus, each true entry in a row of
the relation table represents a URL that the single useesepted by row requests. For column, the
set of true entries represents the set of users who havestequine same URL, possibly with different
name-value pairs.

As an example, the relation table in Figure 2(a) shows théesbrior a user-session based test suite
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for a portion of a bookstore web application [48]. Considex tow for the userus3 The (true) marks

in the relation table indicate that uses3requested the URLS&Def, GReg, GLog, PLognd GShop

We distinguish a GET (G) request from a POST (P) request widdithg the lattice because they are
essentially different requests. Based on the originalticelatable, concept analysis derives the sparse

representation of the lattice lattice in Figure 2 (b).

A. Properties of the Concept Lattice

Lattices generated from concept analysis for test suiteatezh will exhibit several interesting properties
and relationships. Interpreting the sparse representati&igure 2 (b), a user sessismequests all URLs
at or above the concept uniquely labeled 9 the lattice. For example, the user sessim3 requests
PLog, GShop, GDef, GRegnd GLog A node labeled with a user sessiserand no attributes indicates
that s requests no unique URLs. For exampls6 requests no unique URL. Similarly, all user sessions
at or below the concept uniquely labeled by URlaccess the URL. In Figure 2 (b), user sessions2,
us3, us4andus6access the URIGShop

The T of the lattice denotes the URLSs that are requested by all skee sessions in the lattice. In our
example,GReg, GDefand GLog are requested by all the user sessions in our original té. Sthe |
of the lattice denotes the user sessions that access all URIb® context. Here,L is not labeled with
any user session, denoting that no user session accessies HIRLs in the context.

To determine the common URLSs requested by two separate essipas1ands2, the closest common
nodec towardsT, starting at the nodes labeled wihands2is identified. User sessiorsd ands2 jointly
access all the URLs at or aboveFor example, user sessions3andus4both access the URLGShop,
GDef, GRegandGLog Similarly, to identify the user sessions that jointly requtwo URLsul andu2,
the closest common nodetowards | starting at the nodes uniquely labeled diyandu?2 is determined.
All user sessions at or below jointly requestul andu2. For example, user sessions3andus6jointly

request URL$PLog and GShop
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B. Using the Lattice for Test Suite Reduction

Our test suite reduction technique exploits the concepitégs hierarchical use case clustering prop-
erties, where a use case is viewed as the set of URLs executaduber session. Given a context with
a set of user sessions as objeCiswe define thesimilarity of a set of user session3; C O as the
number of attributes shared by all of the user sessiong;irBased on the partial ordering reflected in
the concept lattice, ifO;, A1) < (0., As), then the set of object®; are more similar thar,. User
sessions labeling nodes closer_toare more similar in their set of URL requests than nodes highe
the concept lattice along a certain path in the lattice. Qevipus studies have shown that similarity
in URLs translates to similarity in covering similar subseqgces of URLs [47] and covering similar
program characteristics [49]. We interpret the similastas representing similar use cases. We developed
heuristics for selecting a subset of user sessions to betairad as the current test suite, based on the
current concept lattice. In the next section we presenttiweuristics for test suite reduction based on

the concept lattice.

V. TEST SELECTION HEURISTICS
A. One-per-node Heuristic

The one-per-nodéneuristic seeks to cover all the URLs present in the origsngte and maximize use
case representation in the reduced suite by selecting asosefrom every node (i.e., cluster) in the
lattice without duplication. To implement thene-per-nodeheuristic, one session is selected from each
node in the concept lattice starting_at In the presence of multiple sessions in a cluster, a siregsien
is selected, since each cluster is viewed as a collectiorinwfas use cases [49]. In Figure 2 (b) the
one-per-nodeéheuristic selects the sessions2, us6, us3, us4, usar the reduced suite on traversing the
lattice from L to T.

The one-per-nodeheuristic appears to naively exploit the lattice’s clusigrand partial ordering.

However, nodes that are higher in the lattice, i.e., furtheay from L contain URLs (attributes) that are
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accessed by many user sessions (objects).ohleeper-noddieuristic thus targets popular URL sets—and
program code covered on executing these URL sets—by ingjusiessions from each level of the lattice
in the reduced suite. However, by selecting from every nadée lattice, theone-per-nodéneuristic will

create a large reduced test suite.

B. Test-all-exec-URLs Heuristic

In our heuristic for user-session selection, which we tadit-all-exec-URLgpresented in [16]), we
seek to identify the smallest set of user sessions that wiécall of the URLs executed by the original
test suite while representing different use cases. Thissteuis implemented as follows: the reduced test
suite is set to contain a user session framif the set of user sessions atis nonempty, and from each
node next tal, that is one level up the lattice from, which we callnext-to-bottormodes. These nodes
contain objects that are highgimilar to each other. From the partial ordering in the latticel. ¥ object
set is empty then the objects in a giveaxt-to-bottonrmode share the exact same set of attributes. Since
one of thetest-all-exec-URL$euristic goals is to increase the use case representatitie ireduced test
suite, we include user sessions from batlandnext-to-bottomWe do not select duplicate sessions when
selecting user sessions from and next-to-bottormodes.

We have performed experimental studies and user-sessabysanto investigate the intuitive reasoning
behind clustering user sessions based on concept anatgstbetest-all-exec-URL&euristic for test case
selection. These studies examined the commonality of URIseguences of objects clustered into the
same concepts and also compared the subsequence comynoh#ilié selected user sessions with those
in the remainder of the suite; the study is described fullpmother paper [47]. The results support using
concept analysis with a heuristic for user-session seleaetihere we choose representatives from different
clusters of similar use cases. Since our goal also is to septaise cases in the reduced suite in addition
to satisfying all the requirements (i.e., URLS), our apptodiffers from traditional reduction techniques
which select the next user session with most additional remeeuntil 100% coverage is obtained [12].

In our example in Figure 2 (a), the original test suite is B# user sessions in the original context.
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(a) (b) (c) (d)

Fig. 3. (a) Initial Lattice (b) Approacl.LF (c) ApproachHLF (d) ApproachCLF

The reduced test suite however contains only user sessghand us§ which label thenext-to-bottom
nodes. By traversing the concept latticeTtalong all paths from these nodes, we will find that the set of
URLs accessed by the two user sessions is exactly the sdtlRbab requested by the original test suite.
In addition, in previous work [49] we found thatext-to-bottormodes represent distinct use cases and
thus cover a different set of methods and faults in the pragrade. Thus, the reduced suite obtained by
applying thetest-all-exec-URLsover all URLs covered by the original suite, while repreésendifferent

use cases of the application. Sintssst-all-exec-URLdeuristic selects a small subset of sessions, the
reduced test suite selected is likely to have low prograneamerage and fault detection effectiveness
compared to the original suite. This expectation motivakeddevelopment of the thHelimited heuristics

presented in the next section.

C. k-limited Heuristic

Thek-limitedheuristic selects a suite of user sessions to cover all thesldBvered by the original suite
while maintaining varied use cases in the reduced suitegritbyhe use case representation provided by
the test-all-exec-URL$euristic. We hypothesize that a tradeoff exists betweerute cases represented
in the reduced suite and the program coverage and faulttaetezapabilities of the suite. The first step
in the k-limited heuristic is to convert the concept lattice into a tree. Fepecifiedk, we then select one
session from each node in the tree thak ievelsup from L.

In the initial concept lattice, depending on the path tragdrfrom |, a node can be considered at
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multiple levels. Figure 3 (a) shows an example lattice witllyahe attributes labeling each node. For
presentation only, each node is also numbered. In Figurg, &gaumingl is atlevel Q node 1lcan be
considered to be devel 3along the pathnode 5, node 4, node 2, nodg &nd atlevel 2along the path
(node 5, node 3, node 1To resolve the conflict of a node appearing at more than oret, e followed
three different approaches to convert the lattice into a.tre

In the first approach, callddwest level firs{(LLF), if a node appears at two levels, we assign the node
to the lower of the two leveld.LF creates a breadth first tree representation of the lattic&idgure 3
(a), node 1would be placed aevel 2 The resulting tree representation of the example latscghbwn
in Figure 3 (b). The advantage of adopting theF strategy and applying thle-limited heuristic is that
when we traverse the lattice bottom-up to a certailevel, we include as many nodes as possible in
the reduced suite, thus increasing the use cases repmrdsntbe test suite. However, the disadvantage
of the LLF approach is that we may select nodes that have a small setriblitgds in common among
the objects of the node. In earlier work [49] we have shown #sathe number of attributes in a node
decreases, the user session similarity in terms of progtaaracteristics, such as program code covered
and faults detected by the sessions decreases. Thus, mhp@essions from nodes with small attribute
sets may result in choosing sessions that are not very egiedive of the other sessions in the node in
terms of use case representation.

In the second approach, which we daigjhest level firs(HLF), if a node is found to exist at two levels
in the concept lattice, the node is considered to be at thieehigf the two levels. In Figure 3 (ahode
1 would be assigned ttevel 3 creating the tree in Figure 3 (c). ThéLF approach of converting the
lattice into a tree coupled with lelimited heuristic tries to avoid selecting nodes with small attigbsets
for a givenk.

In the third approachglosest level firs{CLF), when traversing the lattice bottom-up, if a nadexists
at two levels, we compare the difference in the number ofbaties betweem and the two parents of

the noden, n1 andn2, along each path. We assign nadé¢o the path where the difference is the least.
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Because of the partial ordering in the lattice, a given m®gbesition in the lattice heavily depends on
the nodes preceding the current node. We believe that irs aafseonflict, the level of a node can be
identified better when associated with the node’s predecgeg®hen traversing the lattice from the in
the lattice. In Figure 3 (a), the difference in the attribst size ofnode landnode 2is less than the
difference in attribute set size @iode landnode 3 Thus,CLF places node 1 at thelosest level first
i.e., in level 2, as seen in Figure 3 (d). In this particulaareple, CLF created a tree similar tbLF,
so the tree has the same disadvantagesSl&s However, we can create examples where @hé would
function similar toHLF, i.e., nodes with fewer attributes are higher in the lajtaoed so are likely to be
excluded when selecting test cases up to a certain level

Values fork are selected starting from at £ = 0 to the node furthest from.. For k£ = 1, the reduced
suite selected by all the approaches is the same as the ceduite selected by thiest-all-exec-URLs
heuristic. Through our experimental studies we providaiiin on reasonable values kfand study the
tradeoffs between increasing the number of levels repteden the reduced test suite versus effectiveness
of the test suite.

For the example in Figure 2 (b), after converting the lattite a tree by one of the three approaches
described above, if we traverse the lattice bottom-up unti: 2 where | is at level 0, the sessions

selected by th&-limited heuristic areus2, us6, us3, us4

D. Expected Cost-Benefits Tradeoffs

By definition, the reduced suites selected by the heurisiies-per-nodeand k-limited will contain
more user sessions than thest-all-exec-URLdeuristic. Program coverage is expected to increase as
the number of sessions included in the reduced suite inesedde relative fault detection capabilities
of the reduced suites is not easy to predict. The costs ofrgeng the reduced test suites are expected
to be relatively small. Thé-limited heuristics are likely to be more expensive than the otheristeas
because they require processing the lattice prior to apglyie heuristic. However, the lattice needs to

be converted into a tree only once. The tree once created earsdd for all subsequent valueskofin
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Fig. 4. (a) Relation table and (b), (c), (d) Concept lattifmstest suite reduction and incremental test suite update

Section VII we report on our evaluation of the heuristics enns of the size of the reduced test suite,

the program coverage obtained on executing the reduceessaihd the fault detection capabilities.

V. INCREMENTAL CONCEPTANALYSIS

The key to enabling the generation of a reduced test suite WRL and use case coverage similar
to a test suite based on large user-session data sets, witleoaverhead for storing and processing the
complete set at once, is the ability to incrementally penfooncept analysis. The set of attributésan be
fixed to be the set of all possible URLs related to the web appbn being tested. The general approach
is to start with an initial user-session data set and increatly analyze additional user sessions with
respect to the current reduced test suite. The incremengyss results in an updated concept lattice,
which is then used to incrementally update the reduced tést $1ore specifically, the incremental update

problem can be formulated as follows:

Given an additional user sessiemand a tuplgO, A, R, L, T'), whereO is the current set of user
sessions (i.e., objects) is the set of possible URLs in the web application (i.e. laites), R
is the binary relation describing the URLS that are requebteeach user session @, L is the
concept lattice output from an initial concept analysis(©f A, R), andT is the reduced test
suite with respect td,, modify the concept latticd. to incorporate the user sessierand its
attributes, creating an updated latticewithout buildingZ’ from scratch, and then incrementally

update the reduced test suifeto 7" with respect tol'.
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Our incremental algorithm, shown in Figure 5, utilizes theremental concept formation algorithm
developed by Godin et al. [50]. Godin et al’'s. incrementtilda update algorithm takes as input the current
lattice L. and the new object with its attributes. Once an initial cqbdattice L has been constructed
from R, there is no need to maintaiR. The incremental lattice update may create new nodes, snodif
existing nodes, add new edges, and change existing edge®pinasent the partial ordering.

As a result, nodes that were at a specific ldgein the lattice may now be raised in the lattice, new
nodes may have been created at the the lkvblt existing internal nodes will never “sink” to the level
k because the partial ordering of existing internal node$ wespect to the existing nodes at lekeis
unchanged by addition of new nodes [51]. These changes arertly ones that immediately affect the
updating of the reduced test suite for all our heuristicausThest cases are not maintained for internal
nodes. Thus, all our three heuristicgie-per-nodgtest-all-exec-URLandk-limited, require only the test
cases from the old reduced test suite and the concept l&tiGecremental test suite update. The design
of the algorithm in Figure 5 allows for identifying test casdded or deleted from the current reduced test
suite. If the software engineer is not interested in thisngeainformation, the update can simply replace
the old reduced test suite by the new test suite by identfitre new reduced set after incremental lattice
update.

While the old reduced suite may be small tesst-all-exec-URLsthe other heuristics require storing
a larger reduced suite. For tlome-per-nodeheuristic, since the heuristic selects from every node é th
lattice, maintaining the reduced suite entails maintgjnime test case per node in the lattice i.e., the
reduced suite before update. As a result, the space savedhataye considerable. For thelimited
heuristics, depending on the valueslof different size subset of test cases from the original gsite

maintained.

A. Example showing reduced test suite update

To demonstrate the incremental test suite update algarivenbegin with the initial concept relation

table (excludingus7 and us8 rows) and its corresponding concept lattice in Figure 4 (@jnsider
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Algorithm: Incremental Reduced Test Suite Update.
Input: Concept Latticel
(Reduced) Test Suit@
Added user session
OutputUpdated Latticel’
Updated Test Suité”
begin
old-next-to-bottom-set |
new-next-to-bottom-set |
If object set labelingl. = ©
old-next-to-bottom-set ¢
Foreach nod& with edge(n, L) in L
Add n to old-next-to-bottom-set

Identify a = set of URLS ins
L' = Incremental LatticeUpdate(L, (s,{a})
If object set labelingl. = ©
new-next-to-bottom-set ©
Foreach node: with edge(n, L)
Add n to new-next-to-bottom-set
addtests = new-next-to-bottom-set — old-next-to-botsen-
deletetests = old-next-to-bottom-set — new-next-toelnotset
Foreach node: in deletetests
Let(o,a) be the label om in the sparse latticé’
Foreach user sessighin o
If s € T" Deletes’ from 71"
Foreach node: in addtests
Let (0,a) be the label om in the sparse latticé/
Foreach user sessighin o
If ¢ 7" Add s’ to T"
end.

Fig. 5. Incremental reduced test suite update
the addition of the user sessias?, which contains all URLs excepgbBooks Figure 4 (c) shows the
incrementally updated concept lattice as output by theememntal concept analysis. The changes include
a new (shaded) node and the edge updates and additions, mbidah one of the old nodes at tinext-
to-bottomlevel up in the concept lattice.

For the one-per-nodeheuristic, the new reduced test suite would be updated todacthe new user
sessionus? in addition to the old reduced test suite. On applying tbst-all-exec-URLdeuristic, the
incremental update to the reduced test suite is a deletidheotuser sessions2 and addition of user

sessionus7. The updated reduced suite selected bykHienited heuristic depends on the value lof
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Now, consider the addition of the user sessi®® which contains only three URLs as indicated by
the last row of the augmented relation table. Figure 4 (djwshibie incrementally updated concept lattice
after the addition of both the user sessiws¥ and us8 In this case, the new user session resulted in
a new node and edges higher in the lattice. The nodes atekieto-bottonlevel remained unchanged.
Thus, the reduced test suite selected bytdst-all-exec-URL#$euristic remains unchanged, and the new
user session is not stored. Thee-per-noddeuristic, however, would includes8in the old reduced test
suite. Note that our previous studies [47] provide evidethe¢ the use case representedusgis similar
in short URL subsequences to use cases represented bysoinecxt-to-bottormodes below the new

node withus8

VI. SPACE AND TIME COSTS

The initial batch concept analysis requires space for thimaliuser-session data set, relation table, and
concept lattice. The relation table@|O| x | A|) for an initial user-session data set|6f| and|A| URLs
relating to the web application. The concept lattice camgggponentially a®™|O|, wherem is the upper
bound on the number of attributes of any single objecODinhowever, this behavior is not expected in
practice [50]. In our application of concept analysis,s limited by the number of URLs that any given
user session would request relating to the web applicasimtem is fixed and a given user in a single
session is expected to traverse a small percentage of a vpdibadion's URL set, the space requirements
can be viewed a®(|O|) with a small constanin. The relation table is not needed during incremental
reduced test suite update. We need to maintain space onyhdocurrent concept lattice (with objects
and attributes), current reduced user-session data setjemn user sessions being analyzed.

Time for the batch algorithm is exponential in the worst cagih time O(2™|0O|). For a fixedm the
batch algorithm can execute ®(|O|). The incremental algorithm for our problem where the nundfer
attributes is fixed i©(|O|), linearly bounded by the number of user sessions in the muresluced test

suite [50].
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Metrics Book | CPM | MASPLAS
Classes 11 75 9
Methods 319 | 173 22
Conditions 1720 | 1260 108
Non-commented LOC 7615 | 9401 999
Seeded Faults 40 135 29
Total Number of User Sessions 125 | 890 169
Total Number of URLs Requested 3640 | 12352 1107
Largest User Session in Number of URLs 160 | 585 69
Average User Session in Number of URLs 29 14 7
TABLE |

OBJECTS OFANALYSIS

VIl. EXPERIMENTS
A. Research Questions
In our experimental studies, we focused on providing ewdesf the potential effectiveness of applying
our proposed methodology for automatic but scalable tes# ceeation. The objective of the experimental
study was to address the following research questions:

1) How much test case reduction can be achieved by applymglifferent reduction heuristics?
2) How effective are the reduced test suites in terms of mogcoverage and fault detection?
3) What is the cost-effectiveness of incremental and batoficept analysis for reduced test suite

update?

B. Independent and Dependent Variables

The independent variablesf our study are the objects (user sessions) and attributiess) input to
concept analysis and the heuristic applied for test sudeatton. Thedependent variableare the reduced

suite size, program coverage and fault detection effentige of the original and reduced suites.

C. Objects of Analysis

Table | shows the characteristics of our three subject progr an open-source, e-commerce bookstore

Book [48], a course project manager (CPM) developed and deptoyed at Duke University in 2001,
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and a conference registration and paper submissions syM&8PLAS). Book allows users to register,
login, browse for books, search for books by keyword, ratekspadd books to a shopping cart, modify
personal information, and logout. Book uses JSP for itstfeod and MySQL database for the backend.
To collect the 125 user sessions for Book, we sent email @l lo@wsgroups and posted advertisements in
the University’s classifieds web page asking for voluntesars. Since we did not include administrative
functionality in our study, we removed requests to admiaigin-related pages from the user sessions.
Table | presents the characteristics of the collected usssiens.

In CPM, course instructors login and creaeder accounts for teaching assistants. Instructors and
teaching assistants set gpup accounts for students, assign grades, and create schéolutesmonstra-
tion time slots for students. CPM also sends email to notigra about account creation, grade postings,
and changes to reserved time slots. Users interact with avilHapplication interface generated by Java
servlets and JSPs. CPM manages its state in a file-basedodatad/e collected 890 user sessions from
instructors, teaching assistants, and students using QRrMgdthe 2004-05 academic year and the 2005
fall semester at the University of Delaware. The URLs in tkerusessions mapped to the application’s
60 servlet classes and to its HTML and JSP pages.

MASPLAS is a web application developed by one of the papeanthas for a regional workshop.
Users could register for the workshop, upload abstractspapers and view the schedule, proceedings,
and other related information. Masplas displays fronteades in HTML, back-end code is implemented
in both Java/JSP, and a MySQL database is at the back-endoeted 169 user sessions. The 8 unique
URLs mapped back to 4 JSP’s and 4 Java servlets.

For the fault detection experiments, graduate and undiugta students familiar with JSP, Java servlets,
and HTML manually seeded realistic faults in Book, CPM and 8/A.AS. In general, five types of faults
were seeded in the applications—data store faults (faloét éxercise application code interacting with
the data store), logic faults (application code logic esror the data and control flow), form faults

(modifications to name-value pairs and form actions), aygye faults (faults which change the way in
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which the user views the page), and link faults (faults thetnge the hyperlinks location).

D. Experimental Framework

Based on the framework in Figure 6, we constructed an autahststem that enables the incremental
generation of a reduced test suite of user sessions repiresese cases for web-based applications. The
reduced set of user sessions is automatically replayed aowvidpd as input to a coverage analysis tool
and an automated oracle to generate test coverage and &alttidn reports, respectively. Following
the labeled edges in Figure 6, the process begins with tHectioh of user-session data (Step (1)). We
augmented the web server’s access logging class to rectindGi6T and POST requests. For each user
request, we collect the originating IP address, time stddffl, requested, cookie information and GET
or POST data. The access log is sent to the test suite creatgine in Step (2). In Step (3) we build an
initial reduced test suite for the initial set of user-sesgilata, while in Step (8) we incrementally update
the reduced test suite as new user sessions (from the newasdogein Step (7)) are processed. In Step
(3), we parse the access log to generate a relation tablehvidiinput into theConcept Analysis Topl
Lindig’s concept s tool [52], to construct a concept latticeThe heuristic for identifying the reduced

test suite from the lattice is embedded in ffest Suite Reducer

1We need not create the lattice explicitly for reduction. Tiffermation required for reduction is derivable from théat®n table. However,
information about the concepts and the partial order argired| for incremental test suite update.
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In Step (4), the applications’ Java source files are instnieteby theCoverage EvaluatqrClover [53],
for test coverage analysis. Step (6) depicts the generafitine coverage report. With web applications
written in JSP, the server typically creates a Java semdet the JSP file. The Java servlet is instrumented
and used by Clover to compute the coverage reports. Sincéatlzeservlet created by the server contains
a lot of server-dependent code that does not depend on tlieadjgm code, we treat the server-dependent
code as similar to libraries in traditional programs. Touaately report the coverage results, during the
instrumentation phase, we instruct Clover to ignore setlegrendent statements, and instrument only the
Java code that maps directly back to the JSPs.

Step (5) is composed of the replay tool. We implemented aomuiged replay tool using HTTP-
Client [54], which handles GET and POST requests, file upkad maintains the client’s session state.
Our replay tool takes as input the user sessions in the forseqgtiences of URL requests and name-
value pairs and replays the sessions to the applicatioriewhaintaining the state of the user session
and the application accurately. We adopt thd h_st at e replay strategy during reduced suite replay. In
wi t h_st at e replay, the framework restores the database state of thensysefore each user session in
the reduced suite is replayed. Our current implementation ® h_st at e replays the original suite and
records the data state after each session. When the cantésgsession appears in the reduced suite, the
database state is restored to the state before the curssibseFurther details on the replay techniques
are presented in our previous work [15].

Steps (7), (8), and (9) represent the incremental updateeofdduced test suite. We implemented the
incremental concept analysis algorithm [50] in tineremental Test Suite UpdatefFhe updater takes as
input a new user session and the lattice, to update thedaffiwe lattice is input to théest Suite Reducer
to generate the reduced test suite.

In Step (10), we present th&ault Detection Phasef our framework. Faults are seeded in the application
(one fault per version), and the original/reduced suitesraplayed through the application. We compare

the output (HTML pages) from the non-faulty or “clean” vensiof the application (expected output) to
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the output from the faulty version of the application. We eleped several oracle comparators to compare
the expected and actual output [15]. In this paper, we ptagsults for two oracle comparators, tligf
oracle and thetructure oracle. Thediff oracle compares the structure and content of the HTML pages,

and thestructure oracle compares the structure of the output HTML pages,rmdeof HTML tags.

E. Threats to Validity

The relatively small number of user sessions and the limmtgdre of the original suite of user sessions
could be considered aimternal threat to validity In addition, our applications may not be complex
enough to show large differences in program coverage arltidatection when comparing the reduction
heuristics. Our first subject application Book is an opearse code, while CPM and MASPLAS were
each developed and modified consistently by a single degelethus threats that arise from different
implementation styles are not a threat to internal validitpur study. Since we do not consider the severity
of the faults, and evaluation of the reduced suites withees the severity of the faults, our experiments
are liable to aconstruct threat to validityManually seeded faults may be more difficult to expose than
naturally occurring faults [55]. Though we tried to modek theeded faults as closely as possible to
naturally occurring faults—and even included naturallweing faults from previous deployments of
CPM and MASPLAS, some of the seeded faults may not be accteptesentations of natural faults,
resulting in anexternal threat to validity One conclusion threat to validitys that we conducted our

experiments on three applications, and generalizing aulteto all web applications may not be fair.

F. Data and Analysis

1) Reduced Test Suite SiZeigures 7, 8, and 9 show the size of the reduced test suitébddifferent
heuristics and our three subject applications. The x-arishe figures) represents the different heuristics.
We abbreviate the heuristics as followssiim refers to thetest-all-exec-URLs1-per refers to theone-
per-nodeheuristic,k-cl, k-1, andk-hl refer to thek-limited heuristic based on théLF, LLF and theHLF

approaches to converting the lattice into a tree, respagtifor differentk values. We use the same x-axis
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Fig. 8. CPM: Reduced Test Suite Size

labels for all the graphs in this paper. The y-axis repres#m reduction in test suite size as a percent
of the original test suite.

We observe that for all the subject applicatiotest-all-exec-URL§1-lim in figures) selects the smallest
reduced suite, anohe-per-nodéeuristic selects the largest test suite. Askkialue increases, thelimited
heuristic for each o€CLF, LLF, andHLF select larger reduced suites. As expectate-per-nodgrovides
least reduction in test suite size since the heuristic telene user session from each concept node.
The k-limited heuristics, for higher values d&f perform similar to theone-per-nodeneuristic. Heuristic
test-all-exec-URLselects only from thaext-to-bottormodes and represents the least use cases among
all the different heuristics. Thusest-all-exec-URL#euristic produces the smallest reduced test suite.

2) Program Coverage EffectivenesBigures 10 and 11 present the results of program coverage ef-
fectiveness of the reduced suites for Book and CPM. The g-présents the number of statements that
are covered by the original suite but lost by the reducedcesifite do not show results for MASPLAS
because the reduced suite selected bytéiseall-exec-URL$0ses one statement covered by the original

suite. All the other reduced suites cover all the statemeonsred by the original suite. Hence, we did
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Fig. 10. Bookstore: Program Coverage Effectiveness

not observe any further improvement by using the other b8csi The original suite for Book covered
56.99% of the statements, and the original suite for CPM ea/&8.5% of the statements.

From Figures 10 and 11 we observe that as the reduced testsszdt increases, the loss in program
coverage decreases, as expected. We note that the progidercaeerage lost by the reduced suite selected
by the heuristidest-all-exec-URL$ much larger than the the program code coverage loss betheed
suites selected by th2-limited heuristics. In addition, we observe that there is a smaledihce in the
program coverage effectiveness of the reduced suites gfedeny thek-limited heuristic with increasing
values ofk (especially fork >2 for Book andk > 5 for CPM).

In Figure 11, we observe that approximately 20 statememtsnat covered by any of thk-limited
heuristics. On examining the code, we observed that cesessions that cover these statements in the
code were clustered together with sessions that did notrdbisecode. Since the clustering is based on
the base URL (i.e., excludes name-value pairs and sequdnd®los when clustering), our clustering
technique considered the session similar to other sessidhe cluster and the heuristic selected a session

at random from the cluster. We believe that by changing théate to include more information, such
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as sequences of URLs or the data traveling with the URL, wecoser the statements missed by the
suite generated from the current attribute used for clungjer

3) Fault Detection Effectivenes$igures 12 and 13 present the results of fault detectiorctafemness
of the reduced suites for Book with traiff and struct oracle. Figure 14 shows the results for fault
detection effectiveness of CPM with tlsgruct oracle. The y-axis presents the number of faults detected
by the reduced suite. The horizontal line parallel to thexis-ahows the number of faults detected by
the original suite. We do not show results for MASPLAS beeatie reduced suite selected by thet-
all-exec-URLgletects all the faults detected by the original suite. Hemeedid not observe any further
improvement by using the other heuristics. We believe thecged suite selected by thest-all-exec-URLs
heuristic detects all the faults for MASPLAS due to the sienphture and limited functionality in the
application. The results of CPM with tltkff oracle are not presented becauselthien heuristic selected
a reduced suite that detected all the faults detected byrigama suite. Hence, the other heuristics did
not provide any improvement in the fault detection capghilihe total number of faults seeded in each

application are presented in Table I.
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In Section IV, when evaluating the expected cost-benefitetnéfs, we said we could not predict the
fault detection effectiveness of the suite since the faddtiected depends on (1) the number of sessions
present in the reduced suite and (2) the actual sessionnpriesthe reduced suite. As expected, different
reduced suites show different fault detection effectigsna our results. In Figures 12 and 13, we observe
that the reduced suite generatedtbgt-all-exec-URLsletects the least number of faults. As the value of
k increases, the reduced suites selected bykthited heuristics detect more faults. However, for both
the applications, some faults are missed by all the reduciess

We noted that one fault missed by all reduced suites in Botéctsf the server state of the system.
During replay, we reset the database state to the time b#iereser session execution, but we ignored
the server state. In previous work [15], we presented thdletfges and reasoning for ignoring server
state.

In CPM (Figure 14), we observed that certain sessions thattthe faults in the code were clustered
together with sessions that failed to detect the fault. Bedimg just one session from a cluster, we

missed selecting the session that detects the fault. Weeabthat often the fault was detected by a user
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Applications || Original Suite | Reduced Suite | Space Savings

MASPLAS 336KB 20KB 94%

Book 1.1MB 65KB 94%

CPM 1.5MB 268KB 82%
TABLE I

INCREMENTAL VERSUSBATCH

session that followed a unique sequence of URLs. Using aibwat such as sequences of URLs would
ensure the session was clustered separately and henceddtacthe reduced suite.

4) Incremental vs. BatchWe evaluated the effectiveness of incremental concepysisaly comparing
the size of the files required by the incremental and batchnigaes to eventually produce the reduced
suite. Time costs are not reported for incremental verstehidzecause we believe it is unfair to compare
our implementation of the incremental algorithm, which msumoptimized and slow academic prototype
against the publicly available toaloncept s [52].

Table Il presents the results of evaluating the effectigsrad incremental versus batch concept analysis
for our three subject applications for thest-all-exec-URL#$euristic. The batch algorithm required the
complete original set of user sessions to generate the eddest suite. The incremental concept analysis
algorithm requires only the reduced test suite and thecé&attthen generating an updated reduced test
suite. We do not show the space requirements for the lattic€able I, because the space required
depends on the lattice implementation. For example, thesep@&presentation of the lattice contains all
the information in the full lattice representation with rhuless space requirements. From Table Il we
note that for all the subject applications, space savingatgr than 82% is obtained by using incremental
concept analysis. A batch analysis of all the sessions yigld same reduced suite as the batch analysis
of an initial subset of the sessions followed by an incremleanalysis of the remaining sessions [51].

Thus, the incremental reduction process saves space crs&lerably by not maintaining the original
suite of user sessions. In a production environment, theimental reduction process could be performed
overnight with the collection of that day’s user sessionprimduce a fresh updated suite of test cases for

testing, while still saving the space by keeping a contilyuaduced suite.
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5) Analysis SummaryFrom our results, we note that concept analysis-based tieduwith the test-
all-exec-URLsproduces a reduced test suite much smaller in size but lases sf the original suite’s
effectiveness in terms of program coverage and fault detecBy reducing the test suite size, the tester
saves time because the tester need not execute the largeabsgite. We also note that as various
heuristics are applied, the resulting reduced suites havieus fault detection and program coverage
effectiveness, as expected. Hence, a tester can choosep@agte heuristic to obtain the desired suite
characteristics. From our results, it also appears thaapipeoach followed to convert the lattice to a tree
has little impact on the effectiveness of the reduced saitg:of the three approaches could be followed
prior to applying thek-limited heuristic.

Our results suggest that a tradeoff exists between test sizi¢ and effectiveness. We observed that the
2-limited heuristic selects a test suite that is slightly larger ire dizan thetest-all-exec-URL#$euristic
but is more effective in terms of program coverage and faelection effectiveness. For larger values of
k, the tester must determine if the small increase in effentgs is worth the large increase in test suite
size. Our results also suggest that using different at&#ior clustering sessions could detect faults and
cover code missed by clustering based on the current agribiRL only. Whileone-per-nodgerforms
as effectively as the original suite in terms of program cadegerage and fault detection for all the
applications, the tradeoff between the reduced test siseeand the effectiveness of the suite needs to
be considered. We also evaluated the effectiveness ofnmaral versus batch concept analysis in terms
of space savings and found that considerable storage caavbd by using incremental concept analysis

for test suite update.

VIIl. CONCLUSIONS ANDFUTURE WORK

By applying concept analysis to cluster user sessions agl ¢hrefully selecting user sessions from
the resulting concept lattice, we are able to maintain almdementally update a reduced test suite for
user-session-based testing of web applications. We pesbéree heuristics for test suite selection. Our

experiments show that similar statement and method cogerag be sustained while reducing the storage
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requirements. Similar to other experiments [9], our expents show that there is a tradeoff between test
suite size and fault detection capability; however, theanental update algorithm enables a continuous
examination of possibly new test cases that could increasie detection capability without storing the
larger set of session data to determine the reduced test suit

From our experimental evaluations, tBdimited heuristic appears to be a good compromise between
maintaining test suite size that covers all URLs and mastalistinct use case representation, while
still being effective in terms of program coverage and faldtection. Our experimental results suggest
that applying concept analysis with base URLs as attribcitesters sessions that uniquely identify a fault
together with sessions that have similar URL coverage. €kelts motivate clustering by concept analysis
with other attributes, such as URL with the data travelinghwhe URL and URL sequences.

To our knowledge, incremental approaches are not presetitda@xisting requirements-based reduction
techniques [12], [26], [27]. Thus, the incremental applho#w concept analysis described in this paper
provides a space-saving alternative to the requiremeadsébreduction techniques. In our previous stud-
ies [56], we found that for the domain of web applicationglueed suites based on reduction by URL
coverage that maintains use case representation is asiwffet terms of program code coverage and
fault detection as reduced suites from reduction techsigiat use program-based requirements [12]. In
addition, clustering user sessions by concept analysisagptlying the reduction heuristics is cheaper
than the reduction techniques based on program-basedesupiits since our technique saves time by
not computing the requirements mappings prior to reduction

In the future, we plan to evaluate concept analysis-basédct®n with different attributes to target

faults and code missed by the reduced suites generated lfi@mutrent clustering technique.
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